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Abstract. Current ubiquitous computing applications for smart homes
aim to enhance people’s daily living respecting age span. Among the
target groups of people, elderly are a population eager for “choices for
living arrangements”, which would allow them to continue living in their
homes but at the same time provide the health care they need. Given the
growing elderly population, there is a need for statistical models able to
capture the recurring patterns of daily activity life and reason based on
this information. We present an analysis of real-life sensor data collected
from 40 different households of elderly people, using motion, door and
pressure sensors. Our objective is to automatically observe and model the
daily behavior of the elderly and detect anomalies that could occur in
the sensor data. For this purpose, we first introduce an abstraction layer
to create a common ground for home sensor configurations. Next, we
build a probabilistic spatio-temporal model to summarize daily behavior. Anomalies are then defined as significant changes from the learned
behavioral model and detected using a cross-entropy measure. We have
compared the detected anomalies with manually collected annotations
and the results show that the presented approach is able to detect significant behavioral changes of the elderly.
Keywords: anomaly detection, healthcare, elderly care, sensor networks
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Introduction

Pervasive and ubiquitous computing is essential to understand human behavior.
Multimodal and more seamless embedded sensors support advances in human
behavior understanding, covering a diversity of challenging topics including personality, emotions, human mobility and activities in everyday life [5,22,14,9,8].
The learned lessons make room to implement convenient applications aiming to
enhance day to day living of people through their different age span.
The elderly constitute a group that deserves special attention to support their
daily life [3]. Previous research has shown that seniors want to have choices
?
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for their living arrangements, i.e., preserving as long as possible their sense of
personal space, independence and autonomy [6,30]. While nursing homes are a
standing option, they have a great risk of overpopulation in the coming years [3]
and in addition it may not be the ideal option for people who prefer to live
independently. A good alternative is to consider converting traditional homes
into low-cost smart homes. A comprehensive survey on such systems can be
found in [4], which also discusses the design considerations like unobtrusiveness,
scalability, energy efficiency, and security.
The smart home concept includes homes embedded with simple environmental
sensors and more complex systems including audio, video and biometric systems. Systems that are easy to put in place, that do not demand maintenance
from the user and are affordable in terms of cost, give elderly and their families
the option to age at home while being monitored. There is evidence that opportunistic home surveillance prevents in some cases hospitalization [20]. While
there are several significant advances on activity recognition in smart homes
for elderly [23,12,10,31], relatively few studies tackle the challenging topic of
detecting “unusual” behavior on elderly [28,25,21,13]. In most of these studies,
experiments are performed monitoring either non-elderly subjects or very few elderly subjects, thus the proposed frameworks are not necessarily generalizable.
Overall findings reveal that there is a compromise between high accuracy on
anomalous behavior detection and subjects’ privacy.
The raw information captured by the sensors can not be shared as such with
the medical staff or used directly to detect changes in behavior automatically.
Statistical models are needed to capture recurring patterns of daily life activities.
This extracted knowledge about recurring patterns could be used to enrich the
information displayed to the medical staff and improve the precision of early
detections.
In this paper, we present a framework to analyze elderly daily behavior using only
motion and state-change sensors. As an almost seamless and unobtrusive setting,
it provides a promising approach for adoption among elderly and has shown to
sufficiently capture day to day activities in real settings. The analysis used in this
study is based on data gathered from 40 elderly homes on a four month period.
In addition to the sensor data, there are annotations from questionnaires and
daily activity journals. Our contributions in this paper can be summarized as
follows.
1. We propose to use an abstraction layer, with the purpose of creating a common ground for different possible sensor configurations and sensor types.
Given the high variability in the type, the number and the position of the sensors in different apartments, the abstraction layer enables an approach that
could be generalized to different home environments and multiple datasets.
2. Based on the location and outing inferences on the abstraction layer, we
propose a probabilistic behavior model to summarize daily activities of subjects from their sensor activation data. The probabilistic model takes into
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account the location of the subject at each hour of the day and defines a
likelihood of the subject’s behavior based on her/his location and outings.
This model, computed over a long period of sensor data, indicates where the
subject spends her/his time as part of a daily routine.
3. We show that the presented behavior model can be used to detect anomalies
by comparing the actual behavioral data of a subject with her/his usual
behavior, as modeled by the behavior model. We follow an unsupervised
approach and use a cross-entropy measure to indicate the predictability of
the data, which is used as the anomaly indicator score. To detect whether
there is an anomaly at a given time, the score is thresholded to obtain the
anomaly detections.
In the next section, we present the related work in the literature. Section 3
presents our approach, the sensing environment, and the data used in this study.
In Sections 4 - 6, we present our contributions on the sensor abstraction layer, the
user behavioral model, and the anomaly detection. Section 7 provides discussion
and conclusions.

2

Related work

The use of pervasive computing devices has recently supported advances in understanding personality, preferences, emotions, human mobility and daily activity routines from longitudinal data [5,22,14,9,8]. A significant population that
would benefit from accurate inferences and clear understanding of daily activity
routines is the elderly population. Systems able to provide opportunistic information to relatives or healthcare professionals in charge of elderly, would provide
more confidence to elderly living independently.
In the context of smart home research, there have been centered efforts in inferring Activities of Daily Living (ADL) with state-of-the-art machine techniques
using manually annotated data. Noury et al., [24] presented an attempt to analyse ADL using an elderly hospital environment. The scenario included a hospital
suite embedded with infrared sensors used to record daily activity of an elderly
woman for a two-month period. Their findings reported significant correlations
between diurnal and nocturnal activities in elderly. Moreover, Hong et al., [15]
reported 83.4% overall activity accuracy on seven daily activities. For the study,
a three room apartment was equipped with 14 state-change sensors. The reported performance corresponds to a 28 days observational period from a 26
year old male.
More recently, [29] reported 91.3% accuracy inferring eight daily activities. A
couple of subject houses were equipped with 10 wireless sensors (5 including
ambient). The activity observations corresponded to 20 consecutive days of 10
healthy subjects (6 women, 4 men) between 28 and 79 years old. The activities
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were annotated by the subjects with pen and paper, and also with a wireless device. Similarly, Pereira et al., reported up to 83% accuracy recognizing 7 typical
movement activities. The framework combine sensing from wearable, portable
and environmental sensors [27]. The movement activities were collected from 10
volunteers aged between 19 and 51, and later on manually annotated. Fleury
et al.,[10] reported 13.7% global error rate on seven inferred activities. For the
study, an in-lab smart home was equipped with six infrared sensors, four door
contacts, one temperature sensor, eight microphones, 5 webcameras and a wearable kinematic sensor. Although results presented in [10] look promising, the
design of the scenario including audio and visual sensors might not be in harmony with common elderly expectations regarding non-intrusive and privacy
protection sensors at home.
It is worth to note that above cited works do not take under consideration the
problem of anomaly detection. Anomaly detection ”refers to the problem of finding patterns in data that do not conform to expected behavior ” [7]. This topic is
highly relevant in the context of ADL and sensor data in smart homes [18,17,21],
and should be considered as critical for the deployment of elderly surveillance
systems [16].
A Bayesian formulation is provided for anomaly detection in [26]. Behavioral
patterns of the residents were extracted using Bayesian statistics, based on the
raw measures of user activity, captured by several event-based sensors. The behavior was statistically estimated based on three probabilistic features: sensor
activation likelihood, sensor sequence likelihood, and sensor event duration likelihood. The validation of the results has been performed on a data collected
from three different home settings, with adult or elderly subjects living alone.
The data is collected for 14 to 25 days.
Kim and Chung presented in [19] a framework that serves to monitor emergency
situations of patients with chronic diseases. The framework proposes the use of
wearable devices (including GPS), ambient and motion sensors as well as video
cameras and speakers. The emergency module follows a rule-based semantic
inference which outputs a list of actions to be taken. The module relies on the
motion history image and continuous tracking.
The research in [28] proposes to compute a wellness index to capture abnormal
behavior using several weeks of observations from elderly living alone. For the
study, 6 wireless sensors (active/inactive) were installed in four elderly houses
during several weeks. Nine ADL are inferred [28] from the embedded sensors
and the wellness function aims to capture how “healthy” is the elderly person,
i.e., being able to perform daily activities. The wellness function estimates maximum and minimum thresholds for the given activities computed after a trial
run period of one week. After the trial period, warning messages are generated
whenever wellness values passed the thresholds. More recently, [11] approached
the inference of abnormalities and detection of changes in routine behavior. For
the study, three months data of 10 users was synthetically generated, the data
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consisting of vital signs (heart rate, blood pressure, blood sugar, respiration and
temperature), location, activity and lifestyle. With 8 activities, the accuracy of
activity sequence is estimated above 87% with normal observations and above
90% with abnormal observations. After the abnormalities are detected, they
propose a method that uses fuzzy rules to describe actions to be taken.
In the above studies, the following observations can be made on the data used
for the analysis.
– The data comes from few households: It is challenging to install sensors on
different households. However, it is also challenging to analyze data coming
from multiple households, in which there are different sensor configurations
due to different floor plans, number of rooms, etc. In this paper, we propose
to use an abstraction layer, which allows us to analyze the data coming
from different sensor configurations. The data that we analyze come from 40
different households.
– The data is collected from non-elderly people: It is a challenging task to
collect data from elderly people due to privacy and technology adoption
reasons. Due to this, most studies use data coming from adults and young
adults. In our study, we use data coming from subjects aged 62 to 96, with
an average age of 84, spanning a truly elderly population.
– The data hardly contains ground-truth labels: Annotating daily routine behavior is cumbersome. In particular for elderly people, they have troubles
remembering to annotate during their daily routines and have to use the
classical pen and paper interface for the annotations as they do not always
cope well with technological devices such as smart phones or tablets. These
factors limit the amount of ground truth labels that can be obtained. In our
study, we are also limited by the amount of available annotations. We use
manual annotations of ADL coming from one of the subjects, spanning 8
days.

3

Our Approach

The overall objective of this study is to analyze daily routine behavior of elderly
people in their apartment through ambient sensors. In particular, we aim to
detect anomalies and significant changes in the behavior, with the assumption
that these anomalies may signal health related problems. In the next sections,
we present the sensing environment and the details of the dataset that has been
used in the study.
3.1

Sensing Environment

We have used data coming from a commercial product, which includes ambient
sensors installed in apartments where elderly live [1]. The product enables the
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caregivers to monitor the patients’ activity and daily behavior based on the sensor data. The sensor system includes a base unit and wireless, battery-powered
sensors which are installed in strategic locations around the apartment. The sensors include open/close door (for main entrance and fridge), force sensors (for
bed and chair), motion/activity sensors in the living room, bedroom, etc., and
smoke sensors.

3.2

Dataset

The data used for experiments was collected in the context of a Swiss project
from mid-December 2013 to early April 2014. The data collection was led by
DomoSafety [1] and La Source, School of Nursing Sciences, University of Applied Sciences of Western Switzerland [2]. The collected data includes 45 unique
subjects, covering a total of 104 days. During this period, some of the subjects
dropped out from the data collection due to various reasons. For further analysis
and to maintain consistency among the available recorded dates, five subjects
were discarded from the study. All data used in the paper was handled in an
anonymized way.
The recruitment of the subjects lasted a couple of months before the start of the
data collection. For each recruited subject, an initial questionnaire was applied
at the time of the recruitment, prior to the data collection. The average age of
the subjects is 84.3 years, with a minimum age of 62 years and a maximum of
96. The 40 subjects in the study comprise 27 females and 13 males.
Regarding external help for daily living, 31 subjects declared receiving professional cleaning services, 25 using food delivery services, and 28 subjects declared
receiving help from family. 25 subjects reported climbing stairs without help. 35
subjects declared having regular outings. 29 subjects declared to be widow/er,
3 married, 4 single and 2 divorced. Other questions also captured general health
problems, such as medicines taken, nutritional status, overall physical and functional state.

Sensor data The original data comprises several measurements at different
frame rates from various types of sensors. The number, types, and location of
sensors vary for each installation depending on the configuration of the corresponding apartment. Figure 1 shows an example configuration of the analyzed
static sensors from one subject’s apartment.

Journal annotations With the aim of having a source of ground truth, the
collection includes daily activity journal (DAJ) annotations that has been performed twice during the study. A first set of annotations was collected at the
start of the study from three subjects, with the purpose of evaluating the newly
installed sensors. A second and a more reliable set of annotations was collected
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Fig. 1. Floor plan with static sensors from one subject’s apartment.

from a single subject towards the end of the data collection. The resident was
asked to report the start and end time of the following activities: bathroom visits,
meals, visits, and outings. To make the annotation task easier for the subjects,
the diaries were split based on activities performed in each location, printed in
paper, and placed accordingly in the apartment.

4

Sensor Data Abstraction layer

The sensor network used in our study continuously captures a set of measurements at different frame rates from various types of sensors. The number, types,
and location of these sensors vary in different installations depending on the configuration of the corresponding apartment. For instance, a two-room apartment
will be equipped with less sensors than a five-room one. A large living room
requires more than one activity sensor to cover its volume.
We built an abstraction layer to overcome the variability of the sensor configuration. This abstraction layer takes all the sensor values as input and generates
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Algorithm 1 Location Inference
1: Input: activity signals s = (si .time, si .location)i=1..n , location set L
2: Output: sequence of location events l = (li .start, li .end, li .location)i=1..m
3: Method: update location l based on the duration of the activity signals, s

sequences of events as output. An event is simply defined by its respective start
and end timestamps and a label. We consider two event types in this study:
Locations and Outings.
This abstraction layer produces a new representation of the data that simplifies
the raw sensor measurements and allows the system to be independent of the
number and types of sensors found in an apartment. In the next sections, we
describe the modules which extract abstract events from the raw sensor data. We
then evaluate its performance by comparing the sequences of events estimated
by the abstraction layer to a written diary that serves as ground truth (see
Section 4.3).

4.1

Location inference

In the study, the sensors are installed in different positions of the apartment.
When a sensor fires, the location of the resident is registered. We developed an
algorithm that makes use of the localized activity signals to infer the actual location of the resident. Given the activity signals, the algorithm outputs a sequence
of location events, consisting of the start time, end time, and the location label.
The algorithm keeps track of the location by examining the set of incoming
signals and updates the location state accordingly. We assume that the resident
does not change the location when no activity has been detected. In other words,
the location is updated only if one or several activity signals occur. In practice,
we can guarantee this assumption by installing the sensors at key locations, to
make sure that the system can detect activity whenever the resident enters a
new location.
At a given time, if there is exactly one activity signal, the location update is
straightforward. However, it might happen that multiple signals arrive at the
same time, and that these signals do not come from the same location. This
issue occurs when the coverage area of different sensors are overlapping (e.g.,
a sensor inside the bathroom and a sensor in front of the bathroom door can
both detect activity when the resident enters the bathroom) or when the sensors
are not perfectly synchronized. In this situation, the algorithm needs to choose
one location among several candidates. Algorithm 1 shows the summary of the
location inference algorithm.

Anomaly detection in elderly daily behavior in ambient sensing environments

9

Algorithm 2 Outing classification
1: Input: raw signals s, indices of two consecutive entrance door signals k, h
2: Output: Indicate if the period (sk .time, sh .time) corresponds to an outing
3: Method: Classify as outing if there are no activities in between two consecutive
entrance door signals k, h

4.2

Outing detection

To analyze the subject’s behavior and make sense of sensor data, it is important
to know whether the subject is inside the apartment. In this section, we present
an algorithm to infer outing events by using information from the entrance door
and the activity in the apartment. The door openings provide potential outing
event candidates, which are then verified by checking if there is any activity
inside the apartment during the period of interest.
We assume that the resident always closes the door after leaving the apartment
and opens the entrance door to enter the apartment. This assumption simplifies
the problem as we only need to check if a period between two consecutive door
signals is actually an outing. The outing classification decision is made after
verifying that there are no activities inside the apartment between two consecutive door signals. Algorithm 2 shows the summary of the outing classification
algorithm.

4.3

Evaluation

We evaluate the quality of the outputs of the abstraction layer with a daily
activity journal (DAJ) filled by one subject for 8 consecutive days. We use the
bathroom and outing annotations from the DAJ as ground truth data to evaluate
the performance of the abstraction layer on predicting the bathroom visits and
outings events.
To analyze the sensor data, we split the time scale in five-minute segments and
consider each segment as the basic unit in our evaluation. For each of the events
we consider (outings and bathroom usage), both for the journal annotations
and sensor data, if there is any reported event within a given segment, that
segment is labeled as true for the corresponding event. For the evaluation, from
these time-aligned binary values, we compute the confusion matrix between two
systems: the ground truth values coming from the journal annotations and the
sensor values. We consider the journal annotations as the reference.

Location: To evaluate location inference, we focus on the bathroom events,
as we have ground truth annotations for the bathroom usage. The abstraction
layer provides a sequence of bathroom events that we compare to the DAJ
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ground truth data. A total of 52 bathroom visits have been reported by the
resident, which corresponds to 94 segments of 5 minutes. 13 segments have been
wrongly labeled as non-bathroom events by the system, and 46 segments have
been wrongly labeled as bathroom visits. This corresponds to a precision of 64%
and a recall of 86% for the bathroom usage. Table 1(a) shows the confusion
matrix for the bathroom events.

Outings: We correctly predict 245 segments (20.4 hours) out of 21.8 hours of
outings reported in the diary. A total of 39 segments (3.25 hours) are wrongly
assigned to outings. Table 1(b) shows the confusion matrix for the outing events.
The precision is 86% and the recall is 94%.
Table 1. Abstraction layer evaluation based on the comparison of the diary ground
truth data and the sensor data.. (a) Confusion matrix of the bathroom usage events,
and (b) Confusion matrix of the outing events.
(a)
Sensor-False Sensor-True
Journal-False
Journal-True

2164 (TN)
13 (FN)

46 (FP)
81 (TP)

(b)
Sensor-False Sensor-True
Journal-False
Journal-True

5
5.1

2003 (TN)
17 (FN)

39 (FP)
245 (TP)

User behavioral model
Location based probabilistic model

We introduce a statistical model for summarizing behavioral data of a subject.
For each subject, we assume that the location at a given timestamp depends
only on the hour of the day. Let l = {lt } be the location sequence and h = {ht }
denotes the sequence of hour-of-the-day where ht ∈ {1..24}. The likelihood of
the data can be defined as follows:
p(l; h, θ) =

YY
h

n(l,h,l,h)

θh,l

l

where θh,l = P
P (l|h) denote the probability of being at location l at hour h,
n(l, h, l, h) = i 1(li = l ∧ hi = h) is the count of location l in time slot h.
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Fig. 2. Samples of user behavioral model. Brightness of each cell represents the conditional probability of being at a location at a given hour.

Note that we treat h as external information instead of the observation in the
probabilistic model.
Let (ls , hs ) be the data for subject s, the parameter of the categorical distribution
is computed as follows:
n(l, h, ls , hs ) + α
(s)
θh,l = P
l n(l, h, ls , hs ) + α
where the scalar α > 0 is introduced for the regularization purposes. In our
experiment, we see that the results do not change significantly with respect to
α, thus we set α = 1.
Figure 2 illustrates different samples of behavioral model, which summarize daily
activities of different subjects. For each hour of the day, we use a discrete distribution over the four location categories to characterize the mobility pattern of
the subject.

5.2

Discovering common behavioral patterns

The model reveals several behavioral patterns such as the going to bed time,
waking up time, or sleep interruptions during the night. As an analysis of the
common behavioral patterns shared by different subjects, we applied clustering
on the behavioral profiles of different users. We used k-means clustering with two
clusters. For each subject, we concatenated values of the behavioral patterns of
that subject into a vector, forming a feature vector of size 96 (24 hours x 4
locations). Figure 3 shows the mean profiles in each cluster. We see that there
are two typical behaviors among the participants of the study. A majority of the
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Fig. 3. Mean behavior profiles for two clusters.

subjects spend their time in the living room and sleep in their bedroom at night,
with occasional outings and several bathroom visits during the day (Figure 3,
right). However, the other group of subjects does not seem to use their bedroom
for their night sleep (Figure 3, left). This is an important observation, as it has
implications particularly on the placement of the sensors, i.e. the bed sensor.

6

Anomaly Indicator

We define anomalies as events, which are different than the subjects’ past behavior, as modeled by the behavior model defined in Section 5. There can be
several reasons for anomalies, ranging from sensor failures to particular health
problems that the patient might have. Accurate and timely detection of anomalies are highly informative for the caregivers and can be life saving in particular
situations.

6.1

Measuring the data predictability

We assume that any anomaly can be measured as deviations from the routine
behavior and define a cross-entropy measure as an indicator for the predictability
of the data. Given the data l, h and the learned behavioral model θ, the crossentropy is computed as follows:
H(l, θ; h) = −

X 1
X 1
log2 p(lt |θ, ht ) = −
log2 θht ,lt
T
T

t=1..T

(1)

t=1..T

The cross-entropy measures the average number of bits to encode the data given
the learned behavioral model. A low entropy indicates that the empirical distribution is well predicted by the learned model, while a high entropy indicates
that the model does not accurately predict the data.
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To simulate an online setting, we divide the data of each subject into one-week
periods. At the ith week, we learn the model from the behavioral data of the
(i − 1) previous weeks, and estimate the cross-entropy for each hour and each
day of the ith week. Figure 4 illustrates a few samples of our predictability indicator based on cross-entropy. The first line shows the anomaly scores estimated
per hour of the day. The second line shows the scores estimated per day. The
third line shows the mobility pattern of the subjects including the locations inside the apartment and the outings. Note that for the first week, the training
data is empty and uniform distribution is used by default. In many cases, the
predictability increases quickly after a few weeks if the daily behavioral data is
repetitive, until there are some anomaly in mobility pattern. For example, the
plot of subject 8 shows that the first month of data is highly predictable. Then,
the fact that the mobility pattern has changed as less repetitive (outing several
hours depending on the day) is reflected by the increase in the number of bits
needed to encode the new data. Using a shorter temporal resolution, as for the
per hour of the day estimation, allows for more rapid estimations. It can be seen
that the changes in the behavioral patterns are captured as quickly as possible,
immediately following the pattern change, allowing for a shorter response time.
Overall, we can visually find a correlation between the anomaly indicator and
the change in mobility behavioral data. This means that the proposed indicator
can be potentially used for anomaly detection, with an appropriate threshold
value. In the next section, we investigate and compare the accuracy of anomaly
detection per day and per hour of the day, when used with different thresholds.

6.2

Anomaly Detection Evaluation

For the validation of the anomaly detector, we need ground truth values that
indicate various types of anomalies that could occur. One type of anomaly could
be due to sensor malfunction. Either a sensor stops responding or starts providing
faulty readings. For example, in Figure 4, for each subject, there are one or more
days, where the subject’s location is always recorded as bedroom (green lines),
which most probably reflects sensor failures. However, the sensor failures in this
dataset have not been logged, thus we do not have access to that information.
Another type of anomaly could be due to a significant change in the behavior
of the subject, which could signal a health related condition. For example, the
subject starts spending more and more time in bed, showing a decrease in the
number of outings or the use of the kitchen, etc. If available, subject’s health
information could also be used as ground truth, in case the person had any
important health conditions. Unfortunately, in the dataset used for this study,
such information does not exist. To compensate for the lack of ground truth,
we have collected manual annotations of anomalies. The location mappings of
the subjects is shown to the annotators (i.e. such as the ones in the third row
of Figure4) and based on this information the annotators indicated the days
that they think could be an anomaly. The manual annotations indicate only the
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Fig. 4. Anomaly scores on three sample subjects. The figures in the first, second and
third rows correspond to scores per hour of the day, scores per day, and the mobility
pattern, respectively. For the per hour of the day results in the first row, the anomaly
score increases from dark blue to dark red. For the mobility pattern, blue corresponds
to living room, green corresponds to bathroom, orange corresponds to bedroom, and
red corresponds to outings.

day of the anomaly as we decided that any shorter duration could have been
harder and unreliable to manually annotate with the information shown during
annotation.
The comparison of the anomaly detections with the manual annotations is done
as follows:
– The detected anomaly scores are thresholded with a set threshold.
– The hourly detections has been mapped such that if there is an anomaly score
higher than the threshold in any hour of the day, that day is considered as
an anomaly.
– If a detected anomaly is on the same day as one of the manually annotated
anomalies, it is considered as a correct detection, otherwise it is considered
as a false detection.
The evaluation is done on a sub-dataset to filter out missing data and considering
only subjects who live alone. The final dataset used in the evaluation corresponds
to 104 days from 36 subjects. Figure 5 shows the Receiver Operating Characteristic (ROC) curves for anomaly detection. We have used the quantile values
to set a threshold and the figure shows the ROC curves drawn with thresholds
correspond to the quantile of the data in the range of [0.10 − 0.995]. We observe
that the two approaches give similar results, with the hourly detection giving
slightly better results at the threshold levels determined by 0.975 and 0.95 quan-

Anomaly detection in elderly daily behavior in ambient sensing environments

15

Fig. 5. ROC curves for anomaly detection for two different approaches, per day and
per hour of the day. The quantile values used to determine the thresholds are shown
next to each data point.

tile. For a threshold on the 0.95 quantile of anomaly scores detected every hour
of the day, the true positive rate is 0.66 and the false positive rate is 0.29. Using
per day detection, 0.72 true positive rate can be obtained with a higher false
positive rate, 0.38, based on a threshold determined by the 0.60 quantile of the
data.
In addition to the performance measures, the hourly detection has the advantage
of reporting the anomaly earlier, at the latest one hour after the anomaly whereas
the daily detection needs to wait until the end of the day. From this perspective,
shorter temporal resolutions are preferable over the longer ones given similar
performance.

7

Discussion and Conclusion

We presented an analysis of real-life sensor data collected from a large number of
households with elderly subjects. Our framework first defines an abstract layer
to create a common ground for different sensor configurations. We aim to build
a behavior model, which represents the subjects’ daily behavior based on the
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events extracted from the abstraction layer. Based on the location and outings
events in the abstract layer, our probabilistic behavior model captures the repetitive daily routines of the subjects. The use of an abstraction layer facilitates to
generalize the sensor information in terms of events. Thus, the created events are
independent of the sensor configuration and type, and summarize the activity
of the subjects. For example, in order to detect the living room location in a
big apartment, it may be necessary to install two sensors in the living room in
order to cover the whole space, whereas in a small apartment, one sensor would
be enough. When converted to events, regardless of the number of sensors in
the living room, there will be one single event of being in the living room. This
generalization allows us to use the same approach in different households with
different configurations. While our framework is general, we focus on building a
model of location data, which are considered as key in many ubiquitous applications. However, the abstraction approach is not limited to locations and outings
but can also be formulated for activity level, event sequence, etc., which would
provide additional information to model the subject’s behavior. The integration
of other data types can be theoretically done by adding more variables to the
system.
Once the behavior model is created, we use this model to detect anomalies. We
propose an indicator of predictability based on the cross-entropy measure for
the detection of anomalies. Our method compares the new observed behavioral
data with the learned distribution to measure how well the learned behavioral
model predicts the new data. By using cross-entropy, we define the anomaly
indicator as the average number of bits to encode the new data. This normalized
measurement facilitates the comparison between data periods, subjects, and also
future behavior models with additional data types.
One of the assumptions that we used is that there is only one subject in the
apartment. Having this assumption, any visitors in the apartment could be detected as an anomaly, unless they are regular visitors. The regular visitors, such
as the cleaning person, who come at fixed times in a week and following a similar
routine in the apartment, could be captured by the behavior model. However,
this has not been confirmed in the current study as we did not have any accurate
information on the visitors of the subjects.
The overall aim in anomaly detection is to detect any type of anomaly and
inform the caregivers about the anomaly as soon as it is detected. If it is a sensor
anomaly, the sensor needs to be changed as soon as possible. If it is a change in
the daily routine of the subject, a visit by the caregiver would be necessary. If
it is a sudden and persistent change, it may be an emergency situation. In this
study, we only looked at the detection of anomalies without investigating the
type of anomaly. To further validate the performance of the anomaly detection,
there is a need to gather real-life ground truth labels that indicate different types
of anomalies, in particular, the health related ones. The availability of ground
truth information for different type of anomalies would also enable us to develop
methods that could identify the type of anomaly at the time of detection, which
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we leave as part of future work. It is also important to note that the detection
should be as accurate as possible so that the caregivers are provided with precise
information. The accuracy of anomaly detection is dependent on the detection
approach as well as the behavior model, which are both based on the sensor data
and the abstraction layer. We observe that most of the errors stem from faulty
sensor data or wrong sensor placement. Improving sensor quality and a more
careful placement of sensors will automatically lead to higher accuracy.
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