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Abstract:

This deliverable documents the ethical monitoring of the TABULA RASA project in the period
from month 18 [April 2012] to month 35 [September 2013]. In it we:

o Briefly recapitulate the methodology and internal procedures employed to monitor ethical
issues in the project.

e Describe the project demonstration events, regarding which CSSC requested clarification.

e Report the monthly monitoring of the project.

IMPORTANT NOTE
This version is submitted early in order that the reviewers have sufficient time to see it before the
Review Meeting, scheduled for 9-10 October in Brussels. Sections 4.17 and 4.18 will be
completed at a later date (but before submission to the EC).
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1. Introduction

This deliverable reports on ethical monitoring activities in the Tabula Rasa project in the period
from month 18 [April 2012] to month 35 [September 2013]. (The project’s ethical monitoring
activities in the period to month 18 are documented in D7.3.)

In the present document we:

o Briefly recapitulate the methodology and internal procedures employed to monitor ethical
issues in the project (§2).

e Discuss the main ethical concerns raised by the project in this period (83). This was the
need to clarify the nature of proposed demonstration events.

¢ Report the monthly monitoring of the project (84).
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2. Recapitulation of Monitoring Methodology
This section summarizes the ethical monitoring methodology (which is described in full in D7.3).
1.) All ethical monitoring in the project is carried out by CSSC.
2.) Ethical monitoring comprises four main tasks:
a) Ethical monitoring of project deliverables

CSSC reviews every deliverable, including early drafts where possible (these document are
available through the projects SVN repository).

b) Ethical monitoring of other project documents and communications
These include meeting minutes, Quarterly Reports, and emails.

c) Serving as an internal ethical advisory board
CSSC has developed an Ethical Incident Report Form (EIRF) through which partners can
report any actual/potential ethical issues or pose any questions/ comments.

d) Annual internal review
This is a purely internal (CSSC) activity involving no partners outside WP7 (i.e. no other
partners at all).
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3. Specific Issues Arising

The only significant issue arising in this period was the demonstration events held at the 6th IAPR
International Conference on Biometrics (ICB-2013), June 4-7, 2013, in Madrid, and the similar
demonstration to be held in Brussels in October 2013. These are not “problems” exactly, but
CSSC nonetheless took steps to ensure good practice. We requested clarification from each
presenter on their handling of personal data (if any), and on the gaining of informed consent from
participants/volunteers (if necessary). This request was formally made at a project technical
meeting in Southampton, 4 March, 2013 (recorded in the minutes).

The details of each partners activities are here described. These descriptions (with very minor
amendments) were provided by the partners themselves, to CSSC. Additional forms (consent
forms, EULA) are included as annexes to this document.

3.1. Key Lemon

Demonstration in Madrid, June 2013

KeyLemon will integrate the countermeasures developed in Tabula Rasa into its desktop
application, which allows a registered user to log into or unlock his Windows or Mac session
using face recognition. We will demonstrate the effect of the countermeasures for 2D face against
someone trying to spoof the identity of another user to enter his session.

To illustrate the effect of the countermeasures, we will proceed as follows:

1. The user first logs in manually using his password and creates his face model through a
wizard.

2. Once the face model is created, the user locks his session and logs in again by presenting
his face to the webcam to illustrate the face recognition system (with countermeasures
activated).

3. Then, while disabling the countermeasures, the demonstrator is challenged by different
spoofing attacks which should allow the hijacker to enter the session of the user.

4. Finally, we activate the countermeasures and reproduce again the same attacks as in the
previous point. The hijacker should no longer be able to enter the session.

Concretely, this means we will prepare a PC (or Mac) and create a fake windows account for the
demo. We will setup a password to access the windows account.

Then, we will ask a tester to create his face model and confirm the face model with the password
of the session. The biometric model created is a binary file which contains some features
representing the identity of a person. We cannot get the images (which have been used to create
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the model) back. The biometric model is encrypted is stored locally in the user data folder. We
save also one picture of the user to display it in the desktop application (so the user can see that
this model corresponds to this lighting condition, as we allow the user to create several models).
The windows account created for the demo will be deleted after the demo.

The demonstration will involve probably less than 50 participants (but this has not been fixed yet).

When installing the software our end-user must accept an EULA. If we launch a test for some
users of our community, they will have to install the software and accept the EULA. For the tests
at Brussels, we may (if required) prepare a paper in which we will engage to remove all data from
the windows session once the demo is accomplished.*

Demonstration in Brussels, October 2013

KeyLemon will update its desktop application which allows a registered user to log into or unlock
his Windows or Mac session using face recognition. We will demonstrate the effect of the
countermeasures for 2D face against someone trying to spoof the identity of another user to enter
his session. The demo will integrate two initial countermeasures provided by IDIAP: Motion
based spoofing detection and eye-blink based spoofing detection.

To illustrate the effect of the countermeasures, we will process as follow:

1. The user first logs in manually using his password and creates his face model through a
wizard. This is the enrollment step.

2. Once the face model is created, the user locks his session and logs in again by presenting
his face to the webcam to illustrate the face recognition system (with countermeasures
activated).

3. Then, while disabling the countermeasures, the demonstrator is challenged by different
spoofing attacks which should allow the hijacker to enter the session of the user.

4. Finally, we activate the countermeasures and reproduce again the same attacks as in the
previous point. The hijacker should no longer be able to enter the session.

The attacks could be one of the following (as described in D2.1 and D2.3)

photo displayed with small screen devices (e.g. iPhone)
printed photo taken with a HD digital camera

photo displayed with large screen devices (e.g. iPad)
video displayed with small screen devices

5. video displayed with large screen devices

Hobdhde

We will bring a couple of laptops (windows and mac). To perform the attacks, some devices will
be available (smartphone, digital camera, tablet). We may also take a printer to make some printed
photos (corresponding to the person who will enroll during the demo).

! For this EULA see Annex 1.
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For the tests at Brussels, we may (if required) prepare a paper in which we will engage to remove
all data from the windows session once the demo is accomplished.?

3.2. IDIAP

For the spoofing challenge in ICB 2013, no personal data will be recorded from the participants.
All captured data (image, speech or fingerprint) will be processed and the results will be displayed
live, but they won't be saved.

Each partner will enrol around 4 persons from their team to be attacked. This enrolment data
won't be made public and will be deleted after the challenge.

Only for fingerprint, is there a possibility to enrol participants so that they can forge spoofing
attacks towards themselves. In that case, consent forms will be available. But this part is still
under discussion and will be finalized by the end of this month.*

3.3. STARLAB

1. The demo aims to demonstrate both the potential vulnerability of our multimodal EEG-ECG
system to a replay attack and the effectiveness of some of the developed countermeasures.

The enrolment of a user is not a quick process: it is needed to record 4 two-minutes-long takes of
signal. So | propose that the users authenticated during the demo should be already enrolled on the
system. That means that either I enrol myself in advance or some of the people from the
consortium enrol at some time during the two days before the review.

The system will have a setting which will allow to select whether the liveness detection
countermeasure is activated or not. So the demo will show what happens when the signal of an
enrolled user is played back to the sensor electrodes when the liveness detector is both deactivated
and activated. Hopefully the authentication will succeed and fail respectively.

The biometric software will be connected to our brain stimulation control software so only when
the user is correctly authenticated the brain stimulation session will start (the authentication prior

to a brain stimulation session is one of the use cases described on D2.1).

2. We will bring a couple of laptops, one with the biometric system and the brain stimulation

% For this EULA see Annex 1.
® For consent form see Annex 2.
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software and another one which will perform the replay attack.

3. We will bring our Enobio sensor to record the signals, the device which will perform the replay
attack and also a small pcb board that will help to connect the replay device to the Enobio sensor
electrodes.

4. The fakes will be just binary files containing the electrophysiological signals of the genuine
users. These files will be used by the laptop performing the replay attack.

5. An Internet connection is not needed.

6. No special set is needed for the demo, just a table for the laptops and a chair where the user can
be seated and stay in front of the laptop performing the authentication.

7. The preparation of the demo might take 5 minutes. This include the placement of the electrodes,
and check that the received signals are correct. Then the authentication process takes 2 minutes of
recording. If we try to authenticate tree times (genuine, attack with no countermeasure and attack
with countermeasure) then it would be around 6-8 minutes.”

3.4. MORPHO

Details of how the demonstration is organised, including:

a) whether you will collect (or already have)any personal data; if so, what kind...

e The proposal is to not collect data for longer than the demo. An enrol phase will be
performed to register someone in the database.

e Then, an acquisition phase of real modality to demonstrate the recognition system.

e Then, an acquisition phase of the spoofing attack to show the vulnerability of the
recognition system without countermeasure.

e Then, an acquisition phase of the spoofing attack with the countermeasure to show the
countermeasure efficiency.

e At the end of the demo, the complete database should be deleted.

b) (roughly) how many subjects you will collect data from...
e My feeling is to enrol for the final demo only reviewers and demo people.

¢) how the data will be stored, and when it will be erased...

* For consent form see Annex 6
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e Store on HDD, and deleted at the end of the demo.®

3.5. EURECOM

Details of how the demonstration is organized, including:

a) what personal data you will take...
e While we will be providing the facility to enrol new identities in our system, normally we
won't need to do this for demonstration purposes.
e If we do collect personal data, then it will be a few seconds of speech, together with a
personally chosen identifier (which could be their name if they are unimaginative).

b) how many subjects you will collect data from...

e | would estimate very few, possible none. We don't expect interest in speaker verification
to be the same as that for the other demos in Madrid, since the speaker verification
community is rather unrepresented at ICB. We will only collect data from those people
who wish to test the system on their own voice.

¢) how the data will be stored, and when it will be erased...

e Data will be stored on a personal computer. As soon as it is collected, it will be treated
with feature extraction and the original audio data will be discarded immediately. While
the feature extraction routine is not totally irreversible, features lack for e.g., prosodic
information, which would be necessary to synthesize new speech representative of the
original speaker.

e We have already collected some data from consortium members during the meeting in
Southampton and a connected visit to IDIAP. This data we have stored in raw form and a
subset of it has been released to the community (consent forms were signed).®

3.6. UOULU & UNICA

The idea of fingerprint spoofing challenge demo is to explain spoofing and anti-spoofing in
fingerprint biometric recognition. We have already enrolled three persons (from Tabula Rasa
people) in the system and made their artificial fingers. So, we will use that for explaining the
fingerprint spoofing and anti-spoofing.

Besides that, we also invited contestants to prepare their artificial/gummy fingers at home if they
want to. Once onsite and after enrolment, the contestants can try to use their artificial/gummy

® For consent form see Annex 7
® For consent form see Annex 3.
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fingers to spoof their real fingerprints. All the data will be stored in the HDD and will be erased
after the demo (the same day).’

3.7. CASIA

Face Recognition with Anti-spoofing — ICB 2013 TABULA RASA Spoofing Challenge

Our system will run on a laptop and capture face images using a device with two cameras. One is
Visual (VIS) and the other is Near Infrared (NIR) camera. Because the NIR camera should work
under active lighting, the system needs two power sockets (one for the camera and one for the

laptop).

The system has two main modules: face recognition and face anti-spoofing. The face recognition
is based on VIS face images and the anti-spoofing is based on NIR face images. Compared to
VIS, the NIR spectrum can counter the spoofing attacks more efficiently. The workflow of the
system is as follows.

1. Enrolment: A subject sits in front of the system. Then, we capture a face image of the
subject, and input his name (optional). The name and image are enrolled into the system,
and the related data are stored in MySQL database.

2. Recognition: When a enrolled subject faces to the camera, the system will recognize him
and show his name and the similarity score.

3. Attacking the System: When a printed photo of a enrolled subject is placed in front of the
camera, the system will be fooled by the photo.

4. Anti-spoofing: Then we enable the anti-spoofing module of the system. And place the
printed photo in front of the camera again. The system should reject the photo at this time.

Data privacy

1. In the period of demonstration, we collect the names (optional) and face images of
participants on site.

2. Those participants who signed consent form will be enrolled into the system.

3. The names and face images are stored in MySQL database and a folder named “ForEnroll”
in the laptop.

4. At the end of demonstration, all data in MySQL database and “ForEnroll” folder will be
deleted.?

" For consent form see Annex 4.
8 For consent form see Annex 5.
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3.8. BIOMETRY

Setup description:

* 2 Android phones

- Smartphone, Samsung Galaxy Nexus

- Smartphone, Samsung Nexus S2

* Good Wifi connection

* Access to Authentiation Server and the SIP server

Stepl:

Werner (from BIOMETRY) places a SIP call with his mobile phone, the adaptive trust level raises
from 10% to 19%

Step2:

EURECOM places a phone call with Werner's phone and plays artificial or synthesized voice into
the phones microphone and if success, the trust level raises.

Step3:

EURECOM protection is activated on our Authentication Server EURECOM places a phone call
with Werner's phone and plays artificial voice into the phones microphone and the trust level
does not raise.

In addition, BIOMETRY will prepare a film that can be shown as demo.
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4. Journal of Ethical Monitoring

This section reports on the monitoring that has taken place in the period from month 18 [April
2012] to month 35 [September 2013].

4.1. Month 18 (April 2012)

Docs reviewed:
e D61 Skeleton — No comments.
¢ Minutes of Nice Technical Meeting in Feb — No comments.
e D3.3- No comments.

4.2. Month 19 (May 2012)

Docs reviewed:
e Draft agenda for technical meeting in June in Finland. No comments.
e D61 Draft. No comments.

4.3. Month 20 (June 2012)

Docs reviewed:
e Minutes of technical meeting in June in Finland. No comments.
e Skeleton of D52. No comments.
e D23. No comments.
e D24. No comments.

4.4. Month 21 (July 2012)

Docs reviewed:
e D3.4 draft. No comments.
e D42 Skeleton. No comments.
e D53 skeleton. No comments

Other:
o Posted a question to list on age-related issues of spoofing (9/7/12)
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4.5. Month 22 (August 2012)

Docs reviewed:
e Mini-project proposals. No issues, but will seek clarification from Coordinator on CSSC
monitoring role for these.

4.6. Month 23 (September 2012)

Docs reviewed: none

Other:
e Emailed Sebastien to confirm CSSC role in monitoring the mini-projects

4.7. Month 24 (October 2012)

Docs reviewed: none

4.8. Month 25 (November 2012)

Docs reviewed:
e Minutes of Cagliari Technical/Review Meeting (See emails from SM, 12/11/12 [draft],
22/11/12 [final]

Other:
e Annual Internal Review Meeting for ethical monitoring (A.P. Rebera & E. Mordini). No
major issues to report.

4.9. Month 26 (December 2012)

Docs reviewed: none

4.10. Month 27 (January 2013)

Undertook a review of the SVN to ensure everything reviewed.
Docs reviewed:

e D32 -noissues
e D33 -noissues
e D34 —no issues
e D41 —no issues
e D42 —no issues
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e D53 —no issues
e D54 —no issues
e D61 —no issues

4.11. Month 28 (February 2013)

Docs reviewed: none

4.12. Month 29 (March 2013)

Docs reviewed:
e D4.3 (draft)
e DA4.4 (draft)

e Minutes of Southampton meeting (requested note for Partners to provide info on DP for
the demos be added).

4.13. Month 30 (April 2013)

Docs reviewed: none

4.14. Month 31 (May 2013)

Docs reviewed:
e D43 (no issues)
e D44 (no issues but incomplete)

4.15. Month 32 (June 2013)

Docs reviewed:
e D44 (no issues but incomplete)
e Meeting minutes (Madrid technical meeting) (no issues).

4.16. Month 33 (July 2013)

e D44 (no issues)
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4.17. Month 34 (August 2013)

4.18. Month 35 (September 2013)
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5. Annex 1 — Key Lemon EULA

A, KeyLemon End User License Agreement
B. Microsoft Visual C++ 2008 Runtime Libranas (X356, LAEL and XE4), Senvice Pack 1

A. KEYLEMOMN END-USER SOFTWARE LICENSE AGREEMENT

Heylemon 2.4, Martigny, Swizerand
‘Wersion 1.2, March 2009

PLEASE READ THIS SOFTWARE LICENSE ACREEMENT ("LICEMZE™) CAREFULLY

BEFDRE USING THE 30FTWARE., YOU ARE ACREEINC TO BE BOUND BY THE TERMS OF THIS LICENSE. IF YOU
ARE ACCESSING THE SOFTWARE ELECTRONICALLY, SICNIFY YOUR ACREEMENT TO BE BOUMD BY THE TERME
OF THIS LICENEE BY CLICKING THE "I ACCEPT THE ACREEMENT™ EUTTON. IF YOU DO NOT ACREE TO THE
TERMS OF THIEZ LICENSE, DO NOT USE THE SOFTWARE AND CLICE "I DD MOT ACCEPT THE ACREEMENT™.

These Ganeral Terms and Conditions (the "Tarmis™) apply to 3l royalty-fae contracts andior purchase orders binding
upon Keylemon SA&, a Swiss company with registered office at Rue Marconl 19, 1920 Martigny, Switzeriand
["KeyLeman™) and the client (the “Client”) (the “Confract” and, together with the Terms, the “Agreement”), which shall
prevall In case of inconsisiency with these Terms and pursuant to which KeyLemon wil provide the Cllent with a
royaity-free software license (the “Software”) andior royalty-free sarvices (the “Sarvices™)

1. Definttlons

In this Agreement, the following f2rms shall have the following meanings:

1.1. “AfMiate” shall mean, with respect to any person or eniity, any other person or enfity direclly or Indirecty
confoling, controlled by or under comman control with, such person or endty. A company of odher eniity
has “controi™ over another company or entity I It owns, direclly or Indirectly, at least S0% of the voting
righits In the other company or entity or If | controls the composhion of the board of direciors of the other
company or entity.

122, “Confidential Infemation” shall mean, for elther parly, {I) s business Imformation, W) Its Intelechal
Property, (I} trade secrets, proprietary or confidential Informaton, documents, data, In onginal or coples,
sOuWTe codes, |ogos, Images, business plans, dalabase and stslics, software, repodts, MEMOranoum,
knoa-haw of technology, dervative works, excluding information which Is effher marked “Confidential™ or
regarding which e Information’s confidential character Is apparent under the clreemstances that (3) s
shioam i be previously known 9o the recelving party not a5 3 resull of 3 breach of 3 non disciosurn:
undestaking, (b) ks Independently develooed by the recalving pary without any help or raference 1o the
@isclosing party's confidental IMformation as evidence by wiitten documand, fc) I8 acquired by the
recaiving party from a thind party which was not, to the receiving pany’s knoaledge, under an ooligation o
the disciosing party not to disciose such Information, or (d) which ks or becomes publicly avallabde through
na mreach by the receiving party.

1.3.  “Intelechual Propery” shall mean all of the following now or hereafter owned by a party or used In Its
business: {I) palents and patentable Inventions; (I} ideas, know-how, discoveries, Improvements,

dgerlvallve works and ullity modsais; (M) trade marks, Including all business and frade names, domain
names and Imemet ke=ywords, QoS and Sefvices Marks; (v) (OCESEes, COMpUter programs, softwans
and databases (ncleding source code); (v) trade secrets and the rght o imit the use or disckosune
thiereot, (i) all companents of copyright (Including mask works, rghts of reproduction, transcripton,
gistnoution, and pubiishing rights) and oiher exclusie rights of economic ublzation of work; () design
righits and analogous rghts (whether regisiersd of unregisterad); (vil) logos and rights In deskgns and
Inwentions; (i) business names and rights protecting goodwill or reputation; (x) database rghts (ncluding
extraction and re-utliizaton nights) and righis in compliations; () rights In domaln names and web sltes;
(1} arry rights similar to any of the faregoing which come into exstence (whiethar by Intraduction of a new
righit through leglslafion or by some other means); (ki) applicafions for any of the foregoing; {xdv) fghis
and Imterests In any of the foregoing: and {xv) all Aghts or foms of profection of @ simllar nature %o any of
thie foregaing or having equivalent effect anywhere In the wond belanging o or used by a party.

14. Inthis Agreement, unless the contaxt omenatss requires: (1) 3 reference fo the masculing gender shal
Inciudie the feminine and neuter and the singular number shall Inclede e ploral and vice versa and
words Importing persons shall Include firms, companies, corporations, bodles cofporate, assoclations,
parinerships or permanent establishments; and (1) a reference to a person shal Inclede a reference o
that person's legal personal represeniatves, SUCCESS0ME and penmitted assigns.

2. Legal scope and contract validity
21. The Agreement andior the Temms apply to the exciusion of any of Cllent's general temms and conditions af
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busingss.

232 Deialls regarsing the seope of Soffware andior Serdces, performance and fechhical speciealions can ba
found In the proposal documentation.

23. Uniess otherwise spedfied In any Contract, proposals are binding for KeyLemon for a period on one (1)
monh.

3. Subject matter and cbllgations of KeyLemon

31. KeylLemon grants the Client 3 non-exciusive, non-transferable, non-assignable, nor-commerdal license
to use the Software for evaluation purpose only, subject to Cllent ful compilance with the terms of this
Agreement. The Software should not be used In a commenclal operating environment

4. Obligations of Cllant

4.1. Clent's wse of the Softwane andior the Senvices kB subject to the limRations set forth In the Confract
andfor Cllent full compliance with the iemms of this Agreement.

42 Client shal not, In parcular: (a) remowve, conceal or aller any copynight or other proprietary notice
Incorporated In the Software; (b) modty the Software and shal not pemmit the reverse engineeding,
dmsassembly, decomplation, transiation of agaptation of the Software, ewcept to the extent awpressly
authorized by applicable |aw noswidsianding tis Imitation; or (¢) use, combine, duplicate, sione, sell,
license, distribute, trarsfer, publsh or otherwise wse or permit the use of all or any portion of the Softwane
or any other data fransmitted by KeyLemon, excepd to e extent necessary 1o perfom the Agreement.

4.3. In case of breach of the obligations et forth In this section by Clent, KeyLemon shall be entitied, without
further notice and without prejudice to other remedies, to Immediately terminate the license o the
Saftware and'or reduce of suspend the proviskon of the Senvices.

5. Consgideration
51. The Software and Me Sendces, I any, are proviged to Client on a royalty-res basis.

& Intellectual Property

6.1. Al Intellectual Property with respect to the Saftware, the Services and related materials shall remain the
exclusive property of Keylemon (or Its lcensors). Al Improvements and denvative works created by
KeyLemaon, Client or thind party wih respact to the Software andior e Sendces shall remain the
exclsive properly of Keyleman. Clent has no nght io use e Inelleciual Progery embodied In the
Software and'or the Services for any purposes other than contemplated under the Agreement and may,
In particular, nat copy (In ‘whale o In part), modify, distibute or dispiay any of the Intelleciual Property of
KeyLeman.

62 To the exient that Client obtains any Iniellectual Property right, tifle and Interast In and to any and al
Improvements and dervative works of the Software, Cllent mevocably assigns to Keylemon all of s
woridaide right, tile and Interest in and to amy and all Improvements and dervative works of he
Saoftware. Client agrees 1o perform all acts reasonably necessary to perfect the foregoing asskgnment and
to enforce and defiend the assigned Intellectual Properly rights. I any or all of the foregoing subject
matter I mot assignabée for any reason, then Client hereby grants to KeylLemon 3 wordwide, pempetual,
wnresificied, noyaly-free, fully pald up, exclusive llcenss, including the fght to grant sublicenses, under all
such Intellectual Property nghits to e non-assignable subject matter.

6.3. Subject to sechion 6.4 balow, KeyLemeon will defend or Settie, under Its sole direction and contingant on
Clients total cooperation, any alm alleging that the use of e Sofware andior the Services InTinges
any patent, trademark of copyright. In the event of such a cialm, KeyLemon resenves tha rght, subject b
providing equivalent servicee and llicensed materal, at is sole option, to elther [T) modfy or raplacs the
affected pars £0 that the Sofware andior the Sendces becoms non-nfinging, (I of terminate the
Agresment Immedatsly It option {1) Istad above |5 commercially Impracticable, wihout any possibis calm
from Client against KeyLemon. This paragraph states Me entire llablity of KeyLeman for any Intelectual
Property Infringamant Involving use of the softwars andior the Services.

6.4. Client shall Indemnify and hoid KeyLemon hammiess for any award of costs and damages agalnst
KeylLemon to the exient that It ks bas2d on 3 third party claim regarding a ¢amage alegady suUfersd as 3
result or In cormection with any use af the Soffware andlor the Sendces made In breach of any tems of
this Agreament.

7. Confidentiallty
71. Client shall kesp sticty confidential all Corfidential Information of KeyLemon of wiilch [t may become
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aware, whether or not relating to or ansing out of the Agreement andior the wse of the Software andior
the Sendces and shall use such Confidenial Information soiely for the purpose of fufiling s obligations
here under. Client shall use al reasonable and prudent effors io profect and safeguard Keylemon
Confidential Infarmation from miswse, loes, thefl, publication or the lke.

8. Representations, Warrantlas and Covenants

8.1. By KeyLemon

E.1.1.  Cllent acinowiedges that any and all of the Software anior Services are provided 1o it "as 1s”
and "as avallable™ wihout wamanty of any kind, efher expressed or Implied, Including, but not
limited o, the Implled wamanties of merchantabllity, satisfactory qually, finess for a parthcular
purpose, reasonable care and sklll, non-infingement, accuracy, rellaolity, completeness, of
about results to be ocblained from using the Software andior the Senvices.

E.12. Keylemon does not warant that the use of the Soffware andior the Sendces wil be
uriintermupted, error-free or that defects can be comected.

82 By Clent

B:2.1. Cllent represenis, wamamis and covenanis thal (a} it has full authority to enier Info the
Agraement and i will comply with all the tarms, conditions and obligations of the Agresment; (b}
It compilles with all applicabée laws, statutes, ominances and requiations reganding its use of the
Software andior e Sendces (Including without Imitatlon those gowerning anttrust, false
advertising, tax and axport control, walr competition, privacy and data pratecton, including of
I35 customers).

E2Z  Cllent s responsitie for paying all appllcable fees and taxes Incurmed In cornection with the use
af the Software andior the Services.

E2.3. Cllent further covenanis mat it wil not grant to any of Its AMiates Te right 1o use any of the
Software andior e Services, unless Cllient (a) Informs KeyLeman of such use In advance and
KeyLemon consents to | Inowriting (such consent not to be unrezasonably withhield), (b) shal
cause such AMilats(s) to fully comply with all the otiigations, representations, wamanties and
covenants set forth In the Agreement, and {c) shall remain llable to KeyLeman In case of breach
af the ablgations, representations and wamanties set forth In the Agreement by such AMiate(s).

3. Indamnification

o1. KaylLemon's obligations regarding Inelleciual Property Infringemants are set out In section £.2 above.

9.2 Clint shal ndemnitly and hold KeyLemon namless for any award of costs and damages browght against
KayLemon to the extent that It Is {I) based on a clalm regardng modificaton, fransiation, customisation or
lecalisation of the Software andior Services by Client or third parties, or [} 3 third party claim regarding a
gamage abegedly suffered a5 a result of In cornection with the use of the Software andior the S2mvices In
peach of this Agreement.

10.  Limitation of llablities

10.1. KayLemon shall bear na Nability for breach of mis Agreement, excepd In ease of fraud or gross neglipenca
and EsylLemon shall not be responsible for the acts or omisslons of Bs aundllanes.

10.2. Any legal procesding based on of In connection with the Agresment or these Terms must be Instiuted
within 3 {three) months of the date e cause of action first occumed.

10.3. In no event shall either paty be Iablke for any consequential, Indirect, incldemtal, punitve, or special
famages, Inciuding without Imitalion damages for loss of pofits, revenue, business Imemuption, loss of
fata, loes of business Infornation ansing out of Client's use of Mie Software andior the Sendces (even I
has been atvised of the possibiilty of such damages).

10.4. KeylLemon Is not responsibie for problams which result from the use of the Software andior the Serndces
In conjunction with soffware of third parties or With handware which Is Incompatible with the operating
Eysiem or the technical specifications provided by KeyLeman.

11. Term and Terminatien

11.1. The term of the Agreement Is sat farth n the Contract, uniess earlier terminated as provided for hensafer
[the “Term").

11.2. The Agreemeni may be terminated, effective Immediataly upon wiitizn nobice: {a) by the muial witen
conserm of bath parties; (o) Dy elther party, upon thiy (20) days writen notice I the ciher party breaches
any mataral term of the Agreement and fals to cure such breach In such 30-day penod; (c) by KeyLemaon
If 3 proceeding |5 commenced by of agalnst Client for reliel under bankruptoy oF similar |3ws and such

Ing Is not desmissed within 60 (shity) days or Cllent s adjudged bankrupt or Inscivent.
11.3. Except U specifically provided for olheswise, temmination of e Agreement for anmy reason shall
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Immedlately ierminate any Client's fighis under the Agreement {In particular but not limitad to any lcenss
granied), and Client shall retm to Keylemon all Software and Confidential Information, If any, unisss
KeyLemon notify Client that this latter must destroy such Confidential Information an send a writien
confrmation to KeyLemon after destnuction.

12. Ressarch and development activittas

12.1. Modhing In this Agreement shall be construed to restet KeyLeman's nights to freely (1) conduet resaanch
activities with regard to the Software {Il) develop commendal relallonships with Sird parties In connection
with Ii5 research activiles, Including seling the Software as a so-caled “open source” of “free” software
and (I} develop, dsTbute or otherwise dlsposing of products simillar to or compedfifive with the Software.

13. Third party warranty disclalmer
13.1. Each suppller and llcensar to KeyLemon of any portlon of the Software ("Third Party Supsller) disclaims
all wamanties express, Implled, or otherwise Including, without mitation, any warranty of merchantability
or fitness for 3 particular pupese. In no event shall any Third Party Swppler be Iiable for any direct,
Indirect, consequential, Incidental of other damages arising out of this Agreement or the use, license o
gellvery of any Software.

14, atiribution

141, Client agrees and wamanis tat it shall Incude an atribution nofice on all of its sales suppart
documentation that the Software was developad and provided to Cllent under 3 licensa by KeyLemon
S_A Martigny Switzenand.

15, Mizcsallansous

15.1. Ho joint ventwre. The Agreement does not es@bilsh the relationship of 3 parnership, joimt weniure,
Tranchise, or principal and agent among the parties, and nefher party shall have any authorfly to Incur
oaligations or ke other acions on behall of the other party to the Agreement.

15.2. Severablify and walver. If any of the terms, prowisions, or conditions of this Agreement or the application
thereof to any cirewmsiances shall be nbed Invald or unerforcaanie, the validty or enforceablity of the
remainder of this Agreement shall not be affected Mersby, and each of the other terms, provisions, and
conditions of this Agreement shall be valld and enforceable o e fullest extent permitied by law. A
walver or consent regarding any term, provision, or condfion of this Agreement given by KeyLemon on
any one occaskon shal be efective only In that Instance and shall not be construed as @ bar of walver of
any right on any other oooasion.

15.3. Hotlces. Nolices and other communications required to be glven hersunder shall be effecive when sent
b}' efiher pany by regisiered or certfad mall to the other party at the address set farth on the Contract or

o such odher address as one party may from ime-to-time designate by written notice to the other In the
manner provided In this section.

15.4. Impossinlity of perfamnance. Medther of the parfes hereto shal be labie In damages for any delay or
default which ks caused by condiions beyond Bs comfrol, Including but not Bmited to Acts of God,
temorism, war, civil unrest, sabotage, ncluding afack by unknown foms of computer viruses, fire, natural
disaster, act of government, strikes or labour disputes, Inatdlity of thind parties to prowide raw materials,
power or supplies, or any other act or condiion fodally beyond the reasonable control of e parly In

eston.

155, I?Aﬂre Agreement and amendments. The Agreement constiiutes the entire agreement betawsen the
parfies regarding the subject matter, superseding al previous communications, representatons or
agreements, efther by witten or oral, with respect to the subject mabier of te Agreement, excepl for
confdentiality or nor-dlsciosure undertakings, bebween the pariles with respect hersto. Mo amendment or
modcation of the Agreemeant shall be made except by a wiitien document signed by the parties to ba
bound thereby or the successor or assign of such party. The terms and conditions of this Agreement
shall apply notwithstanding any addtional of diferant terms and condRions of any ordering documant or
oiher Instrument submitted oy Client in connection with the delivery of e Software and'or the Senvices,
which terms and congltions shall be vold and of no efect

15.5. Sunvival The provisiors of sections 5, 6, 7, B2, 5.2, 10 to 15 of the Tanns shal sundve the termination of
the Agraemant
157. & . Cllent may not iransfer, assign, sub-contract of sublicanse, diractly of Indirectty,

SUCCEEEONE N AESIgNE

any of Its nghts or coligations under tis Agreement without the prior written consent of KeyLemon.
Keylemon may fregly transfer of assign its fghis or obligations under this Agreement without the prior
wiitten consent of Clent Subject to tha foregaing, this Agreement will be binding wpon and Inure to the
benedt of the paI'ﬂE'S herein, thelr successons and xslgns
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15.8. Goverming Law and Jursdiction

15.3.1. Tnis Agresment shall be govemed and Interpreted In accomance with the laws of Switzerand,
withou? ragard to principles of conflict of 1aws and without ragard fo the UM Convention on the
Infemational Sale of Goods [CISGL

1532 Any gispute, conimoversy of cialm ansing out of or In connection with this Agreament, shall ba
submikted o the {II'IIHHY courts of the saat of KE’}'LEI’I"‘]I’I.

B. MICROSOFT VISUAL C++ 2008 RUNTIME LIERARIES (XEB, 1A64 ET X&64), SERVICE
PACK 1

Les presents termes ont vakewr de contrat entre Microsoft Corporation {ou en fonction du lleu o0 vous wivez, ['un de
=25 amiles) et vous. Liser-les attentivement. s porient sur ke logiclel nomme o-dessus, y comprs le support sur
lequel vous 'avez requ le cas echeant  Ce contrat porte également sur les prodults Microson sulvants

» |26 mises & jour,

= |26 supDlemants,

= &5 sarvices Imemet et

=  lec services drassistance technique
de ce logiciel 3 moins que d'autres termes n'accompagnent ces produlis, auquel ©as, ces dermiers prévalkent

EN UTILISANT LE LOGICIEL, WOUS ACCEPTEZ CES TERMES. SI1VOUS MNE LES ACCEPTEZ PAS, NUTILISEZ
PAS LE LOGICIEL.

Cans le cadre du présent accord o2 Icence, vous disposez des drofts cl-0ess0us.

1. INSTALLATION ET DROITS DUTILISATION. \ous Skes aulorse a: Instaler et uliiser un nomore
quekongue o2 copies du logickl sur vos dispositfs.

2. PORTEE DE LA LICENCE. Le lbgiciel est concédé sous llcence, pas vendu Ce confrat vous ochrolke
imniguement certains droits d'utiilsation du logiclel.  Microsolt se réserve tous les autres drolts. A moins que

13 lod en wWigueur vous confére davantage de drolts nonobstant cetle limidation, vous pouvez ublliser le loglclel

imiguement tel guexpliciiement autoris2 dans |e présent accord. A cefte fin, wous dEvVeZ respecter ies

resirictions techiniques du logiciel qui autorisent uniguement son utllisaton de certaines fagons. VDUS N'&Es
pas autorse &

o divuiguer kes résultats des fests d'évaluafion du kgkckel 3 un flers sans Mautodsation préalable éorfte de

Microsoft ;

o conoumer ks Iimiations techniques du logiclel ;

o reconstituer 13 logique du logicled, e décompller ou ke désassembler, sauf dans la mesure o0 ceg
ogerations seralent expressement autorisées par @ régkementation applicadle nonoostant |3 présente
limitation ;
falre plus de coples du |-:»gue| que spécifie dans ce contrat cu par |3 régiementaion applcable,
nonobstant la présente imitatio
publer le logiclel pour que -:Iautresle caopient

o louer ou prater le logicial ;
o transSeres b2 loglclel ou le present contrat 3 un tiers ; ou

wilksar le logiciel pour des sendces d' rﬂben;ementmmerdamc
3. CIIIF"IE DE SAUVEGARDE. Vous &tes autorse a effectusr une cople de sauvegarde du logickel. Vous ne

pouvez Muflliser que dans ke bl de reinstaller b2 ogiciel.

4. DOCUMENTATION. Tout utlisateur disposant d'un acceés wallde 3 voire ordinateur ou 3 wolrne réssau
Interme peut eopler at utiliser 3 documentation a des fins de reférence Inleme.

5. RESTRICTIONS A L'EXPORTATION. Le logiclel est soumls & la régiementation américaine relative 3
l'exportation. Vous dever vous conformer & foutes les réglemeniations naionales et Intemationales
relatives aux exporiations concemant ke logiclel. Ces reglementations comprennent le6 restriclions sur 126
destinations, les ullisatewrs finaux et Iulllsation finale.  Pour plus dinfomations, consulter ke she
W MIlCrosomt comiexporting.

E. SERVICES D'ASSISTANCE TECHMIQUE. Comme c2 logiciel est fouml « en Metat », mous ne fourniront

aucun sendce d'asslstance.

INTEGRALITE DES ACCORDS. Le présent contrat ainsl que les termes concemant les suppiéments, les

mises 4 jour, les sendces Intemet et d'assistance technique constiivent Finegralite des accords en c2 qul

conceme |e logicel et les services rassistance technique.

B. DROIT APPLICAELE.

a) Etats-Unis. 51 vous avez acquis le logiclel aux Etats-Unis, les lols de I'Eiat de Washington,
Etats-Uris T Amengue, regissen interpratation de ce contrat et s'appliquent en cas de réclamation
pour violabion gudt contrat, nonobstant les corfils de principes [undiques. La reglementation du

o

o

=1
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pays dans lequel vous vivez régit toubes les autres réciamations, notamment, 8t sans lImiaton, 186
retlamations dans ke cadre des [0is en favew de 13 protection des consommatsurs, relatives & 1a
concwmence et aux dellts.

o) En dehors des Etats-Unis. 51 vous 3vez acquis |e logiciel dans un autre pays, les loks de ce pays
5apoliguent.

5. EFFET JU REEIEIJE. Le présent conbrat décnt cenains drolts |uidiquees. Vous poumez awolr d'autres drotis
DTEVLES par les lols 02 vobre pays. Vous poumiez egalement avolr des droRs 3 I'égand de |3 panle de qul
VOUS 3vez acquis le logiclel. Le présent contrat ne modfie pas les drolts que wous conferent les lns os
voire ou pays sl celles-ol ne e permettent pas.

10. EXCLUSIONS DE GARANTIE. LE LOGICIEL EST CONCEDE SOUS LICEMCE « EN L'ETAT ». WVOUS
ASSUMEZ TOUS LES RISQUES LIES A SON UTILISATION. MICROSOFT WAGCCORDE AUCGUNE
GARANTIE OU CONDITION EXPRESSE. VOUS POUVEZ BENEFICIER DE DROITS DES
COMSOMMATEURS SUPPLEMENTAIRES DANS LE CADRE DU DROIT LOCAL, QUE CE CONTRAT NE
PEUT MODIFIER. LORSQUE CELA EST AUTORISE PAR LE DROIT LOCAL, MICROSOFT EXCLUT LES
GARANTIES IMPLICITES DE QUALITE, D'ADEQUATION A UN USAGE PARTICULIER ET D'ABSENCE
DE CONTREFACON.

11. LIMITATION ET EXCLUSION DE RECOURS ET DE DOMMAGES. VOUS POUVEZ CHTENIR DE
MICROSFOT ET DE SES FOURNISSEURS UME INDEMMISATION EN CAS DE DOMMAGES DIRECTS
LIMITEE UNIZUEMENT A HAUTEUR DE 500 § US. WOUS NE POUVEZ PRETEMDRE A AUCUNE
INDEMMISATION POUR LES AUTRES DOMMAGES, ¥ COMPRIS LES DOMMAGES SPECIALX,
IMDIRECTS QU ACCESSOIRES ET PERTES DE BENEFICES.

12. Cette Imiation conceme :

*  foute affalre li&2 au logickel, AW services ou au conienu (y comprs k2 code) figurani sur des slies
Intermat ters ou dans des programmes ters &t

= les raclamations au thre de vindation de confrat ou de garanfe, ou au Tire oe responsabiite siricte, oe
négligence ou dune autre faute dans 13 limite autorisee par 13 lol en vigueur.

.Elle 5'applique agalement mame & Microsoft connaissalt reventualie oun iel dommage. La limitation ou

exziusion c-dessus peut également Ne Das vows &ire applicatie, Car voire Days N'autonss pas Mexciesion ou
Iz Imitation de regponsabdite pour ks dommages ndirects, 3CCESS0INEs U de Qualque natwre que c& solt.

™
[
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6. Annex 2 — IDIAP Consent Form

ZelCIa0D

et ar aecamcur il

(1z0lo)

In the framework of the Tabule Rass project, ldiap is investigating spoofing of speech recognition
sysbems. This project aims to devalop reliable and efficient solutions to defect and circurment wariows
spoofing attacks in speech recognition systems. This ressanch requines large amounts of audio ¢ video
data. |diap intends to compille such a corpus.

We are kindly asking for your assistance n this corpus collection. By signing this form you authorize the
Inclusion of your data within this conpus.

The recorded data will inftlally be wsed in the contet of the Tabula Rasa project for ressarch purposes.
It Iz possible that some or all of the data will be made smilable fo the wider ressarch community. Cata
may ba put online for access in connection with ressarch activities.

Plesse note that you memain solely resporsible for the content of your behawior. H you are conoormed
about the content of your parsonal input, plesss sdviss 1 immediately.

1. The data collection ks subject to the Swiss Federal Act on Data Protection (FADF)L

2. The collected data may be regarded 2= personal data or, In some cases, as sensithve data according
to article 3 lek. 2 and c FADP.

3. Tha dats ane collected and processed by [diap Research Institute for ressarch purposes anly.

4. Tho data will only be used for:  Ressacl in speaker recognifion incivding spoofing and anhl
spoofing

6. The |disp Research Irstiuie, basad in Martigny (Valabs/Switeerand), s a non-profit foundation
speclalized In the managemont of muitimediz informetion and menemechine mubtimedal
interactions. ldiap was founded in 1991 by the Town of Martigry, the State of Valais, EPFL (Ecale
polytechnique fédémle de Lausanne), the Unlwersity of Gene and Swisscom, and Is autonomous
but connected to EPFL by a joint devolopment plan. The contact details of the |dizp Research
Irstitute Is the following:

Cormwant Form - Fulssa 1.3 (200007000 Fugu 113
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ZelCIa0

IMER[TUT 38 REGHIDSHE
Idiap Ressarch Instiute
Centre du Parc
Rum Marconi 19
PO B 522
CH = 1930 Martigny
Switreriand

Tadl 2772177 11
Fadl 27 72177 12

Ittt idiap.ch
Infp@idiapch

The dats will be collected and distributed by the |diap Research |nstitube only. Idiap Ressanch
|nstitute wamrants Eat i fulfills all condiiors for processing data according o FADP and o the

Ordinance on data protection.

Tha collected data will be distributed on the basis of an end-user licerse agresment (ELLAL, only
to ond users that hewe subsoribed to the EULA. The data reciplont may be affiliabed to other
resmarch institutes or other entities than Miap Resserch Institute.

The persons concermed with the data collection have an access right to their own data. Thair
corsant can be withdroen anytime at the following address: data-manager@idiap.ch. At receipt of a
corsant withdrawal, ldizp Resmerch Institute shall make the best efforts to erase and desiroy the
data under s control within 15 office days. |diap Research Institube shall hold no copy of the data
under Its control and restrain from turther distributing the data,

After 15 days from the sigradure of the present form, B data may be disiributed to thied parties
by Mdiap on the basks of this corsant form. Idizp will not have control over the transferred data.

In the evert of consent withdraeal according to § &, idiap Research Imstituie makes mo warranty
with regard ko data which is not under its control and shall not be held responsible for erasing dats
alroady trarsferned to thied parties on the basis of the present consent form.

By signing this consent form, the undersigned mpressly agrees with the abows mentioned conditions
and give |diap Ressarch Institute the right to collect, wss, process and distributs the parsonal dats &t
the conditions sat forth under Hem 7, without limitation In accordance with the abowe mentioned
conditions, and expressly renounces to act againsgt ldiap Aessarch Institube on the besls of
constitutional, chil, criminal, and Deta protection laer with regard to the collected data.

ol Form — Ralesa 1.3 (20000000 Fge 23

TABULA RASA D7.6: page 24 of 32



TABULA RASA [257289] D7.6: Ethical Monitoring Report (Final)

2 !
=010

iwarpur ae s
I, (please print namel .. F2vn mead) and understood this form and
agron to authorize use of the necorded data on the terms indicaded.

Slgraturg. L

Plemse provide your email address (or other contact information) so that we can contact you it
necessany:

Ciorsmant: Form - Fala 1.3 (20006100 P 3%
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7. Annex 3 - EURECOM Consent Form

1.1 Purpose

EURECOM iz camrying out scientific research on a mumber of physical feanmres that may
allow recogmising people by uwsing amomated means. The overall goal of the smdy is to
develop betfer technolopy for buman recopnition and to m':ﬁugmanﬂlmpmvethemnty
of said technolozy to spoofing.

1.2 Procedure

In order to test the technology for huiman recogniton. 3 mumber of physical features will be
recorded in a controlled emvironment, notably in a smart room. In the s2ssion you are imvited
to participate we will record signals from a microphone and a camera m the room.

Churing the sessions, you will be ziven a questionnairs by means of which we are poing to
collect personal characteristics like gender.

Each session will last a couple of mmutes only, and mdividuals may disconfime their

participation at any time for any reason without any need to give an explanation for their will
Tﬁstﬁp'lhal:pﬂmﬂpam

1.3 Personal data handling

The zoal of the sudy is anly to evahate the capability te recognise people using these
features and to imvestizate spoofing countermeasures.
Diata collected will pot be used for any kind of commercial nse or medical nse.

All parsonal data stared during the acquisitions will be complately anonymised.
Wi personal data will be ever used for any purpeses different from those stated in this form.

If you agree your data may be tmansfemed o third parties (such as Unmversitiss) enly for
reseanch purposes.

Your data will absolutely not be commercialised. You may exercize your rights of access,
rectification and daletion of data at any time. In order to do se, you will nead to communicate
it to EURECOM by a letier addressed to

NMick EVANS
EUBECOM
1220 routs des Crétes
046560 VALBONNE
ar by e-mail to the following address: pick evans/@enrecom. ff

All personal data will b= erasad before Jamoary 2015.
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1.4 Confidentiality

The ressarcher responsible for the data collection sessions will record the data collected in a
file. These data will be identified only by a code and an identfication oumber. The code of
the smady consists of a letter or digit to which a oumber assigned by the researcher is added
afterward (eg, S01_02). The relationship between the ID number and your mame is recordad
in a comprter and is stored separately and secorely. This file will be accessible only under the
supervision and responsibility of the principal researcher, Proft Nick EFANS. The key to link
your name to the code which identifies the data fil= will oot be provided to aoyone and the
privacy of your data will be protected. The results of the sady could be published in scientific
books or aricles or could be used for didactic purposes. However, your name will be never
revealed in amy document, publication or teaching matenials.

1.5 Right to get more information about the study

You can ask any questions about the stody at any time througheut the record. The principal
researcher will be available to answer your questions, interests ar concerns about the snady.
You will be mformed of any new discovery that could ocour throughent the study and that
may affect your pardcipation in firure studies. If during the study and thereafter you wich to
discoss your rights as a person who participates in an mvestigation, your participation in the
study or your concerns about it or if you do Dot want to contmue in that imvestgation ar
famure researches, please contact the principal researcher, Prof Nick EFANT, at the address
provided above any time you wish

1.6 Refusal or cessation of participation

The participation in this dme collaction session is voluofary. You do not have te panticipate in
this stody if you do not want. If you choose to participate, you can change your mind or leave
the stady at any fime withoot baving to give explanations and without being vourself affectad
in amy way. Similarly, at the discretion of the ressarcher responsible for the data collecton
seszions, you may be withdrmwn from the stody for any of the following reasens: (a) of the
minimvom requirements of the snady are not met (&) if for any reason the sudy is mtemapted.

1.7 Risks and discomforts

The personal risk by panicipating in this siudy does not exceed the rsks of daily and pormal
life. Wone of the procedures represents a danger to the health or to the physical and mental
integTity.

1.8 Compensation
There is no compensation for participating in this sudy.
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1.9 Consent

By signing the present form. I understand and consent freely that my personal data, including
biomemc data, inchding my name and contact detadls, will be proceszad by EURECOM,
Multimedia Dreparment, 2328 route des Crates, 06360 Valbonne, FRANCE, and by appeinted
processors o0 behalf of the dafa controller, in accordance with applicable laws and with what
iz stared in the present clmse.

I have been explamed and mformed of the purposes of this research. [ understand that some
personal dam may reveal directly or indirectly sensitive dafa, including data revealing age,
and that thiz is necessary for the project.

I declare fo be aware that the data collected will not be used for any kind of commercial nse,
medical or clinical diagnosis.

I declare o be aware that my data may be mansfemed to third parties (such as Universities)
ooly for research purposes.

I understand that my personal data will be encoded n arder fo safeguard confidentiality and
that if results of the study are published. my identity will mot be revealed I also understand
that I have the nght to request access to my persomal dafa, to correct, if applicable, and delete
my persopal dafa in conformity with the applicable lepislation For these purpeses, I can
contact Prafl Neck ETANT at the address provided above.

I have r=ad the above and Iunderstand that I can refuss to parficipate i this sody without any
direct or indirect negative consequence on my life.

By signing the present form, I agree with the above sated.

Date: Place:
Name:

Sigmature: __ _ _________

E-mail Telephone
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8. Annex 4 — UOULU Consent Form

TABLULA
h | IMIVERSITY \ B,
- By P =R e = -
e DLW YL PTG Ly
e i AEWINTH FEAM EWTIER
FROGEAM AT

ICE 2013 TABULA RASA Fingerprint Spoofing Challenge

Consent Form

Tabula Rasa EU project (htip-/'wew tabularasa-euproject.org’) aims to dewelop efficient
solutions to debect and circumwent wvarious spoofing attacks against different biometnic
Sysiems.

The goal of this ICB 2013 Tabula Rasa Fingerprint Spoofing challenge is to demonstrate
spoofing and ant-spoofing attacks in the parBicular case of fingerprint biometnc
recognition.

By signing this Consent Form. you expresshy agree that your fingerprnt data will be
captured and saved into the system for enrcliment. Youwr data will not be distibuted nor
used for any other purposes than this demo. Your data will be erased after this Fingerprint
Spoofing Challenge.

I, {please WIEE YOUF NEAME] oo cceemn s eeee oo e hawve read and understood
this consent form and agree to authorize the capture of my fingerprint data for this
Fingerprint Spoofing Challenge only.

SIENAUME. e Dt
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9. Annex 5 — CASIA Consent Form

CASIA Data Collection Consent Form

CASIA {Institute of Autpmation, Chinese Acadermy of Scencex) is showing 2 face necognition
with amti-spoofing systern on ICB 20013 TABULA RASA Spoofing Challenge. To illustrate the faoe
recognition and anti-spoofing ability of the system, we need ennoll face images and names of
some wilunteers into the sysem.

'We zre kindly zzking for you assistznee in this challenze. After enrolled into the syshem, you
can test the recognition performance and can try to attack the system by your printed photo
or other kinds of fake samples.

By signing this form you authorize that we could use your data during the period of demo
{June £-7, 2013). At the end of demo, your data will be deleted from our system and

COmpuber.

The contzct detzils of the CASIA (Institube of Automation, Chinese Amdemy of Scienoes) is
tthe fiol bossing-
Zhongguancurdonglu 95
100190 Beijing
China
T <86 10 62551575
F =BE 10 82614508

Irttpcwiww. imac.cn

I, |plezse prirt nEme) .o eeceeeee. e e zind nderstoosd this form and
agree to authorize use of the recorded data on the terms indicated.

Signature-... ...

Plezse provide your email address (or other contact information) so that we can contect you
if mecE=saryT
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10. Annex 6 —- STARLAB Consent Form

Consent Statement Form
Myself, the undersipned:
Drate of birth: Address:
City: Province:
IDECLARE:

wolumtarily participate in the stody of the “TABULA FASA - Trusted Biomefrics under
Spoofing Atacks™,

I have received in-depth explanations by the researcher reparding the regoest for my
participation in the research;

I hawve had the epparmonity to ask questions and have received sansfactory answers;

I have been mformed about possible nsks of discomforts reasonably foresseable;

I have been aware that participation is vehmiary;

Consent fo the wse of my personal data commmmicated and evemnmally of the
electrocardioeram and eleciroencephalopram recondings of the complete expermmental session, only
for the purpose of research;

I have been informed that:

1) I can withdraw from the experiment at amy time, although this has already bepun,

1) the result of the recordines can reveal directly or indirectly semsitive dam such as dam
related to health stars and that these data could be used during the project.

i) if the project results are published my identity would pot be revealed,

4 is my right to access the decomentation as loog as I'm concemed,

5) I authorize the use of data for research purpeses. This consent is valid within the meaning
mnd effect of Law 1571999 and therefore allows the processing of sensitive persomal data for
reseanch and scientific publication.

Date

Sigmanume of Fesearch Participant
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11. Annex 7— MORPHO Consent Form

[COMPANT ORGANISATION LOGO] [FROJECT LOGO]

AUTHORISATION FOR [SPECTFT BTOMETRICS ACOUIRED] BIDMETRIC DATA
ACQUISITION FOR (FROJECT NAME | FREOJECT

L the undemsimmetl, oo e e
Mr. - M —M:

By B e e e e e
Authorize [COMPANY/ORGANISATION MNAME] to collect and use my [SPECIFT

BIOMETRICS DATA] data The acguisitions [DESCRIPTTON OF ACQUIRED DATA] will
be apcoymized befors any explodation then wibized ewchisively for sciemtific research

These data could be mansferred to other parmers participating to the abore mextioned project (*)
and will be destroyed at the snd of the project phus one year. Commrmication of these data to amy third
partiss {compamy or individnal) is probibited For the project partmers, mse of the collected dam is
stricthy Emited to ressarch activities related to [PRIVECT NAME] project.

[This paragraph i1 to adaptmodi} fo refers fo national laws gf the cowmtry where data
coliecrion frhes place] In accordance with Articles 39 and subsequent of French Law No. 7B-
17 of 6 January 1978 reladng to computers, files and freedom, any person may obfam and.
necessary, comect of delete personal mformaton by sending a request to project coordinatars,
INAMES OF COORDINATORST. Those acquisitions and processing compliant with the
CHNIL (French Data Protection Authority)’s authorsation n*2010-33§ dated 22 Tuly 2010 and
have besn notified to the CINIL.

Sgrature preceded by e words "R and approved™

{*) List of partners recaiving data: [PARTNVER (COUNTRE....

[URL OF FROJECT WEESITE]
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