
 

TABULA RASA D7.6: page 1 of 32  

 

 

 

TABULA RASA 

Trusted Biometrics under Spoofing Attacks 
http://www.tabularasa-euproject.org/ 

 

Funded under the 7th FP (Seventh Framework Programme) 

Theme ICT-2009.1.4 

[Trustworthy Information and Communication Technologies] 

 

D7.6: Ethical Monitoring Report (Final) 
 

 

Due date: 30/09/2013 Submission date: 27/09/2013 

Project start date: 01/11/2010 Duration: 42 months 

WP Manager: Emilio Mordini Revision: 1 
 

Author(s): A.P. Rebera, E. Mordini (CSSC) 

 

Project funded by the European Commission 

in the 7th Framework Programme (2008-2010) 

Dissemination Level 

PU Public Yes 

RE Restricted to a group specified by the consortium (includes Commission Services) No 

CO Confidential, only for members of the consortium (includes Commission Services) No 

http://www.tabularasa-euproject.org/


 

TABULA RASA D7.6: page 2 of 32  

 

 

 

 

D7.6: Ethical Monitoring Report (Final) 
 

Abstract: 
 

This deliverable documents the ethical monitoring of the TABULA RASA project in the period 

from month 18 [April 2012] to month 35 [September 2013]. In it we: 

 

 Briefly recapitulate the methodology and internal procedures employed to monitor ethical 

issues in the project. 

 Describe the project demonstration events, regarding which CSSC requested clarification. 

 Report the monthly monitoring of the project. 

 

 

IMPORTANT NOTE 

This version is submitted early in order that the reviewers have sufficient time to see it before the 

Review Meeting, scheduled for 9-10 October in Brussels. Sections 4.17 and 4.18 will be 

completed at a later date (but before submission to the EC). 
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1. Introduction 

This deliverable reports on ethical monitoring activities in the Tabula Rasa project in the period 

from month 18 [April 2012] to month 35 [September 2013]. (The project’s ethical monitoring 

activities in the period to month 18 are documented in D7.3.) 

 

In the present document we: 

 Briefly recapitulate the methodology and internal procedures employed to monitor ethical 

issues in the project (§2). 

 Discuss the main ethical concerns raised by the project in this period (§3). This was the 

need to clarify the nature of proposed demonstration events. 

 Report the monthly monitoring of the project (§4). 
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2. Recapitulation of Monitoring Methodology 

This section summarizes the ethical monitoring methodology (which is described in full in D7.3). 

 

1.) All ethical monitoring in the project is carried out by CSSC. 

 

2.) Ethical monitoring comprises four  main tasks: 

 

a) Ethical monitoring of project deliverables 

CSSC reviews every deliverable, including early drafts where possible (these document are 

available through the project’s SVN repository). 

 

b) Ethical monitoring of other project documents and communications 

These include meeting minutes, Quarterly Reports, and emails. 

 

c) Serving as an internal ethical advisory board 

CSSC has developed an Ethical Incident Report Form (EIRF) through which partners can 

report any actual/potential ethical issues or pose any questions/ comments. 

 

d) Annual internal review 

This is a purely internal (CSSC) activity involving no partners outside WP7 (i.e. no other 

partners at all). 
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3. Specific Issues Arising 

The only significant issue arising in this period was the demonstration events held at the 6th IAPR 

International Conference on Biometrics (ICB-2013), June 4-7, 2013, in Madrid, and the similar 

demonstration to be held in Brussels in October 2013. These are not “problems” exactly, but 

CSSC nonetheless took steps to ensure good practice. We requested clarification from each 

presenter on their handling of personal data (if any), and on the gaining of informed consent from 

participants/volunteers (if necessary). This request was formally made at a project technical 

meeting in Southampton, 4 March, 2013 (recorded in the minutes). 

 

The details of each partners activities are here described. These descriptions (with very minor 

amendments) were provided by the partners themselves, to CSSC. Additional forms (consent 

forms, EULA) are included as annexes to this document. 

3.1. Key Lemon 

Demonstration in Madrid, June 2013 

KeyLemon will integrate the countermeasures developed in Tabula Rasa into its desktop 

application, which allows a registered user to log into or unlock his Windows or Mac session 

using face recognition. We will demonstrate the effect of the countermeasures for 2D face against 

someone trying to spoof the identity of another user to enter his session. 

 

To illustrate the effect of the countermeasures, we will proceed as follows: 

1. The user first logs in manually using his password and creates his face model through a 

wizard. 

2. Once the face model is created, the user locks his session and logs in again by presenting 

his face to the webcam to illustrate the face recognition system (with countermeasures 

activated). 

3. Then, while disabling the countermeasures, the demonstrator is challenged by different 

spoofing attacks which should allow the hijacker to enter the session of the user. 

4. Finally, we activate the countermeasures and reproduce again the same attacks as in the 

previous point. The hijacker should no longer be able to enter the session. 

Concretely, this means we will prepare a PC (or Mac) and create a fake windows account for the 

demo. We will setup a password to access the windows account.  

 

Then, we will ask a tester to create his face model and confirm the face model with the password 

of the session. The biometric model created is a binary file which contains some features 

representing the identity of a person. We cannot get the images (which have been used to create 
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the model) back. The biometric model is encrypted is stored locally in the user data folder. We 

save also one picture of the user to display it in the desktop application (so the user can see that 

this model corresponds to this lighting condition, as we allow the user to create several models). 

The windows account created for the demo will be deleted after the demo. 

 

The demonstration will involve probably less than 50 participants (but this has not been fixed yet). 

 

When installing the software our end-user must accept an EULA. If we launch a test for some 

users of our community, they will have to install the software and accept the EULA. For the tests 

at Brussels, we may (if required) prepare a paper in which we will engage to remove all data from 

the windows session once the demo is accomplished.
1
 

Demonstration in Brussels, October 2013 

KeyLemon will update its desktop application which allows a registered user to log into or unlock 

his Windows or Mac session using face recognition. We will demonstrate the effect of the 

countermeasures for 2D face against someone trying to spoof the identity of another user to enter 

his session. The demo will integrate two initial countermeasures provided by IDIAP: Motion 

based spoofing detection and eye-blink based spoofing detection. 

To illustrate the effect of the countermeasures, we will process as follow: 

1. The user first logs in manually using his password and creates his face model through a 

wizard. This is the enrollment step. 

2. Once the face model is created, the user locks his session and logs in again by presenting 

his face to the webcam to illustrate the face recognition system (with countermeasures 

activated). 

3. Then, while disabling the countermeasures, the demonstrator is challenged by different 

spoofing attacks which should allow the hijacker to enter the session of the user. 

4. Finally, we activate the countermeasures and reproduce again the same attacks as in the 

previous point. The hijacker should no longer be able to enter the session. 

The attacks could be one of the following (as described in D2.1 and D2.3) 

1. photo displayed with small screen devices (e.g. iPhone) 

2. printed photo taken with a HD digital camera 

3. photo displayed with large screen devices (e.g. iPad) 

4. video displayed with small screen devices 

5. video displayed with large screen devices 

We will bring a couple of laptops (windows and mac). To perform the attacks, some devices will 

be available (smartphone, digital camera, tablet). We may also take a printer to make some printed 

photos (corresponding to the person who will enroll during the demo). 

                                                 
1
 For this EULA see Annex 1. 
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For the tests at Brussels, we may (if required) prepare a paper in which we will engage to remove 

all data from the windows session once the demo is accomplished.
2
 

3.2. IDIAP 

For the spoofing challenge in ICB 2013, no personal data will be recorded from the participants. 

All captured data (image, speech or fingerprint) will be processed and the results will be displayed 

live, but they won't be saved. 

 

Each partner will enrol around 4 persons from their team to be attacked. This enrolment data 

won't be made public and will be deleted after the challenge. 

 

Only for fingerprint, is there a possibility to enrol participants so that they can forge spoofing 

attacks towards themselves. In that case, consent forms will be available. But this part is still 

under discussion and will be finalized by the end of this month.
3
 

3.3. STARLAB 

1. The demo aims to demonstrate both the potential vulnerability of our multimodal EEG-ECG 

system to a replay attack and the effectiveness of some of the developed countermeasures. 

 

The enrolment of a user is not a quick process: it is needed to record 4 two-minutes-long takes of 

signal. So I propose that the users authenticated during the demo should be already enrolled on the 

system. That means that either I enrol myself in advance or some of the people from the 

consortium enrol at some time during the two days before the review. 

 

The system will have a setting which will allow to select whether the liveness detection 

countermeasure is activated or not. So the demo will show what happens when the signal of an 

enrolled user is played back to the sensor electrodes when the liveness detector is both deactivated 

and activated. Hopefully the authentication will succeed and fail respectively. 

 

The biometric software will be connected to our brain stimulation control software so only when 

the user is correctly authenticated the brain stimulation session will start (the authentication prior 

to a brain stimulation session is one of the use cases described on D2.1). 

 

2. We will bring a couple of laptops, one with the biometric system and the brain stimulation 

                                                 
2
 For this EULA see Annex 1. 

3
 For consent form see Annex 2. 
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software and another one which will perform the replay attack. 

 

3. We will bring our Enobio sensor to record the signals, the device which will perform the replay 

attack and also a small pcb board that will help to connect the replay device to the Enobio sensor 

electrodes. 

 

4. The fakes will be just binary files containing the electrophysiological signals of the genuine 

users. These files will be used by the laptop performing the replay attack. 

 

5. An Internet connection is not needed. 

 

6. No special set is needed for the demo, just a table for the laptops and a chair where the user can 

be seated and stay in front of the laptop performing the authentication. 

 

7. The preparation of the demo might take 5 minutes. This include the placement of the electrodes, 

and check that the received signals are correct. Then the authentication process takes 2 minutes of 

recording. If we try to authenticate tree times (genuine, attack with no countermeasure and attack 

with countermeasure) then it would be around 6-8 minutes.
4
 

3.4. MORPHO 

Details of how the demonstration is organised, including: 

 

a) whether you will collect (or already have)any personal data; if so, what kind… 

 The proposal is to not collect data for longer than the demo. An enrol phase will be 

performed to register someone in the database. 

 Then, an acquisition phase of real modality to demonstrate the recognition system. 

 Then, an acquisition phase of the spoofing attack to show the vulnerability of the 

recognition system without countermeasure. 

 Then, an acquisition phase of the spoofing attack with the countermeasure to show the 

countermeasure efficiency. 

 At the end of the demo , the complete database should be deleted. 

b) (roughly) how many subjects you will collect data from… 

 My feeling is to enrol for the final demo only reviewers and demo people. 

c) how the data will be stored, and when it will be erased… 

                                                 
4
 For consent form see Annex 6 
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 Store on HDD, and deleted at the end of the demo.
5
 

3.5. EURECOM 

Details of how the demonstration is organized, including: 

 

a) what personal data you will take… 

 While we will be providing the facility to enrol new identities in our system, normally we 

won't need to do this for demonstration purposes.  

 If we do collect personal data, then it will be a few seconds of speech, together with a 

personally chosen identifier (which could be their name if they are unimaginative). 

b) how many subjects you will collect data from… 

 I would estimate very few, possible none. We don't expect interest in speaker verification 

to be the same as that for the other demos in Madrid, since the speaker verification 

community is rather unrepresented at ICB.  We will only collect data from those people 

who wish to test the system on their own voice. 

c) how the data will be stored, and when it will be erased… 

 Data will be stored on a personal computer.  As soon as it is collected, it will be treated 

with feature extraction and the original audio data will be discarded immediately. While 

the feature extraction routine is not totally irreversible, features lack for e.g., prosodic 

information, which would be necessary to synthesize new speech representative of the 

original speaker. 

 We have already collected some data from consortium members during the meeting in 

Southampton and a connected visit to IDIAP.  This data we have stored in raw form and a 

subset of it has been released to the community (consent forms were signed).
6
 

3.6. UOULU & UNICA 

The idea of fingerprint spoofing challenge demo is to explain spoofing and anti-spoofing in 

fingerprint biometric recognition. We have already enrolled three persons (from Tabula Rasa 

people) in the system and made their artificial fingers. So, we will use that for explaining the 

fingerprint spoofing and anti-spoofing. 

 

Besides that, we also invited contestants to prepare their artificial/gummy fingers at home if they 

want to. Once onsite and after enrolment, the contestants can try to use their artificial/gummy 

                                                 
5
 For consent form see Annex 7 

6
 For consent form see Annex 3. 
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fingers to spoof their real fingerprints. All the data will be stored in the HDD and will be erased 

after the demo (the same day).
7
 

3.7. CASIA 

Face Recognition with Anti-spoofing – ICB 2013 TABULA RASA Spoofing Challenge 

Our system will run on a laptop and capture face images using a device with two cameras. One is 

Visual (VIS) and the other is Near Infrared (NIR) camera. Because the NIR camera should work 

under active lighting, the system needs two power sockets (one for the camera and one for the 

laptop).  

 

The system has two main modules: face recognition and face anti-spoofing. The face recognition 

is based on VIS face images and the anti-spoofing is based on NIR face images. Compared to 

VIS, the NIR spectrum can counter the spoofing attacks more efficiently. The workflow of the 

system is as follows.  

 

1. Enrolment: A subject sits in front of the system. Then, we capture a face image of the 

subject, and input his name (optional). The name and image are enrolled into the system, 

and the related data are stored in MySQL database. 

2. Recognition: When a enrolled subject faces to the camera, the system will recognize him 

and show his name and the similarity score. 

3. Attacking the System: When a printed photo of a enrolled subject is placed in front of the 

camera, the system will be fooled by the photo. 

4. Anti-spoofing: Then we enable the anti-spoofing module of the system. And place the 

printed photo in front of the camera again. The system should reject the photo at this time. 

Data privacy 

1. In the period of demonstration, we collect the names (optional) and face images of 

participants on site. 

2. Those participants who signed consent form will be enrolled into the system. 

3. The names and face images are stored in MySQL database and a folder named “ForEnroll” 

in the laptop. 

4. At the end of demonstration, all data in MySQL database and “ForEnroll” folder will be 

deleted.
8
 

                                                 
7
 For consent form see Annex 4. 

8
 For consent form see Annex 5. 
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3.8. BIOMETRY 

Setup description: 

* 2 Android phones 

- Smartphone, Samsung Galaxy Nexus 

- Smartphone, Samsung Nexus S2 

* Good Wifi connection 

* Access to Authentiation Server and the SIP server 

 

Step1: 

Werner (from BIOMETRY) places a SIP call with his mobile phone, the adaptive trust level raises 

from 10% to 19% 

 

Step2: 

EURECOM places a phone call with Werner's phone and plays artificial or synthesized voice into 

the phones microphone and if success, the trust level raises. 

 

Step3: 

EURECOM protection is activated on our Authentication Server EURECOM places a phone call 

with Werner's phone and plays artificial voice into the phones microphone and the trust level 

does not raise. 

 

In addition, BIOMETRY will prepare a film that can be shown as demo. 
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4. Journal of Ethical Monitoring 

This section reports on the monitoring that has taken place in the period from month 18 [April 

2012] to month 35 [September 2013]. 

4.1. Month 18 (April 2012) 

Docs reviewed: 

 D61 Skeleton – No comments. 

 Minutes of Nice Technical Meeting in Feb – No comments. 

 D3.3 – No comments. 

4.2. Month 19 (May 2012) 

Docs reviewed: 

 Draft agenda for technical meeting in June in Finland. No comments. 

 D61 Draft. No comments. 

 

4.3. Month 20 (June 2012) 

Docs reviewed: 

 Minutes of technical meeting in June in Finland. No comments. 

 Skeleton of D52. No comments. 

 D23. No comments. 

 D24. No comments. 

4.4. Month 21 (July 2012) 

Docs reviewed: 

 D3.4 draft. No comments. 

 D42 Skeleton. No comments. 

 D53 skeleton. No comments 

 

Other: 

 Posted a question to list on age-related issues of spoofing (9/7/12) 
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4.5. Month 22 (August 2012) 

Docs reviewed: 

 Mini-project proposals. No issues, but will seek clarification from Coordinator on CSSC 

monitoring role for these. 

4.6. Month 23 (September 2012) 

Docs reviewed: none 

 

Other: 

 Emailed Sebastien to confirm CSSC role in monitoring the mini-projects 

4.7. Month 24 (October 2012) 

Docs reviewed: none 

4.8. Month 25 (November 2012) 

Docs reviewed: 

 Minutes of Cagliari Technical/Review Meeting (See emails from SM, 12/11/12 [draft], 

22/11/12 [final] 

 

Other: 

 Annual Internal Review Meeting for ethical monitoring (A.P. Rebera & E. Mordini). No 

major issues to report. 

4.9. Month 26 (December 2012) 

Docs reviewed: none 

4.10. Month 27 (January 2013) 

Undertook a review of the SVN to ensure everything reviewed. 

Docs reviewed: 

 D32 – no issues 

 D33 – no issues 

 D34 – no issues 

 D41 – no issues 

 D42 – no issues 
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 D53 – no issues 

 D54 – no issues 

 D61 – no issues 

4.11. Month 28 (February 2013) 

Docs reviewed: none 

4.12. Month 29 (March 2013) 

Docs reviewed: 

 D4.3 (draft) 

 D4.4 (draft) 

 Minutes of Southampton meeting (requested note for Partners to provide info on DP for 

the demos be added). 

4.13. Month 30 (April 2013) 

Docs reviewed: none 

4.14. Month 31 (May 2013) 

Docs reviewed: 

 D43 (no issues) 

 D44 (no issues but incomplete) 

4.15. Month 32 (June 2013) 

Docs reviewed: 

 D44 (no issues but incomplete) 

 Meeting minutes (Madrid technical meeting) (no issues). 

4.16. Month 33 (July 2013) 

 D44 (no issues) 
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4.17. Month 34 (August 2013) 

4.18. Month 35 (September 2013) 
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5. Annex 1 – Key Lemon EULA 
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6. Annex 2 – IDIAP Consent Form 
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7. Annex 3 – EURECOM Consent Form 
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8. Annex 4 – UOULU Consent Form 

 

 

 



TABULA RASA [257289]  D7.6: Ethical Monitoring Report (Final) 

TABULA RASA D7.6: page 30 of 32  

9. Annex 5 – CASIA Consent Form 
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10. Annex 6 – STARLAB Consent Form 
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11. Annex 7 – MORPHO Consent Form 

 

 


