TABULA

RASA
NAOA
SEVENTH FRAMEWORK
PROGRAMME

TABULA RASA

Trusted Biometrics under Spoofing Attacks

http://www.tabularasa-euproject.org/

Funded under the 7th FP (Seventh Framework Progeamm
Theme ICT-2009.1.4
[Trustworthy Information and Communication Techrgpés]

D5.1: Planning for dissemination activities

Due date: 30/03/2011 Submission date: 30/03/2011
Project start date: 01/12/2010 Duration: 42 months
WP Manager: Fabio Roli (UNICA) Revision: 2

Author (s): Gian Luca Marcialis, and Fabio Roli (UNICA)

Contributors: André Anjos (IDIAP), Holly Ashton (CSSC), WernBlessing (BIO), John Bustard and Mark Nixon
(USOU), Abdenour Hadid (UOULU), Javier Galbally (¥, Stan Li (CASIA), Ravichander Vipperla and
Nick Evans (EURECOM)

Project funded by the European Commission
in the 7th Framework Programme (2008-2010)

Dissemination L evel
PU Public No
RE Restricted to a group specified by the consarijuncludes Commission Services) Yes

CO Confidential, only for members of the consorti(intludes Commission Services) No




D5.1: Dissemination Plan

Abstract:

Aim of this report is to present the first versiointhe dissemination plan of Tabula Rasa project.
In other words, which actions will be taken to dissnate at the best Tabula Rasa achievements,
and which targets are taken into account to dcethetons.

The goal of the present Dissemination Plan is axhethe largest number of public agencies,
institutions, research centers, public and priv@denpanies, novel and potential partners which
could use the research products of this project.
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1. Introduction

In this document, we describe the first versiorthaf “Dissemination Plan” of the Tabula Rasa
Project.

According to the European Commission, disseminai®ra planned process of providing
information on the quality, relevance and effectiveness of the results of programs and
initiatives to key actors. It occurs when the results of programs and initiatives become available.

Therefore, in this report we propose a list of gaestargets to which the research products must
be disseminate. At the same time, we indicate afgaebssible actions which can be performed in
order to reach such targets.

In order to design an effective dissemination plae,followed the main guidelines suggested by
several EU education and culture programs:

clear rationale for and objectives of disseminatod exploitation;

- strategy identifying which results to disseminatel & which audiences — and designing
programs and initiatives accordingly;

- identification of organizational approaches ahe different stakeholders and
allocation of responsibilities and resources;

- implementation of the strategy by identifyiagpd gathering results, and execution of
dissemination and exploitation activities;

- monitoring and evaluation of the effects of the\aines.

Accordingly, this report is as follows. Section 2sdribes the main targets involved in the
dissemination plan. Section 3 describes a listoskfble actions for each of above targets. Section
4 connects Actions and Targets. Section 5 givesed teport of current dissemination activities
which are and/or will be carried on by Tabula Raagners, jointly or individually.



2. Targets of the dissemination plan

In this Section, we focus on the possible targatserms of public and private institutions, end-
users, which may take advantage from news andndspeoducts of the Tabula Rasa Project.

Several targets may be taken into consideration:

Government. In particular, those government instihs directly involved in security
issues, as police departments and administratifieesf These institutions may be at
different levels: local, national, and internatibnd&or example, immigration or
administrative offices involved in the assessmérthe best mean to assure the identity of
people. It is well-known that identity cards andsgzorts will require several ICAO
biometrics, and Tabula Rasa project could make tbetter aware about strength and
weakness of such systems against fake attacks.

Private and public companies, involved in adoptmg creating novel solutions for
biometric recognition, which are not completely asvabout limitation of biometrics (and
possibly, of the systems on the market).

Research community. At the best of our knowledgenef the problem of “direct attacks”
and “liveness detection” is under investigatidig topic is not yet well-known, and a few
of research institutions is involved in such exatam. In this set we include also PhD and
undergraduate students which would be interestedomiributing on increasing the
“defense degree” of biometric systems against tdiagtacks”.

End-users. Due to the large dissemination of “bimimeystems” in movies, which often
overestimate the potentiality of biometrics, masgns could think or believe that these
technologies are fully “mature”, and ready to beduOn the other hand, the adoption of
biometrics on a large-scale of users should bentélketrying to “teach” them which are
the real pros and cons of biometric technologies.



3. Actions

In this Section, we indicate several possible astiwhich can be done in order to disseminate the
research products of Tabula Rasa, to increaseigitality of the project partners and reach the
targets listed in the previous Section.

3.1. Publishing and presenting project results

A number of conferences and journals could be pabbn targets. The submission deadline is
included in brackets, or simply estimated whereatbérwise available.

Joint publications will help to reinforce and derstvate the collaboration between Tabula Rasa
partners and will also serve to ensure that spgofiountermeasure technology addresses the
broad spectrum of biometrics at a high level ini@old to specialized, biometric-specific work.
This activity will target broad-spectrum biometdgonferences/journals from the list below (i.e.
not restricted to a particular biometric, i.e. dggarecognition and “Interspeech”). Accepted
papers will acknowledge the support provided byulaliRasa and will be made available for
download on the project website. Worth remarkiihgs tist is not exhaustive; thus, novel events
may be added as dissemination activities of TaRalsa partners proceed.

Conferences

General computer vision and pattern recognition

British Machine Vision Conference (BMVC, 2011-2014)

Automatic Face and gesture recognition (FG, 201420

Computer Vision and Pattern Recognition (CVPR, 22014)

International Conference on Computer Vision (ICC¥11-2014)

International Conference on Pattern RecognitioiP@C2012-2014)

European Conference on Computer Vision (ECCV, 220P4)

International Conference on Image Analysis and &siag (ICIAP, 2011-2013)
European Signal Processing Conference (EUSIPCQ,)201

Biometrics and Security

International Joint Conference on Biometrics (1J2811)

Biometrics: Theory, Applications and Systems (BT2812)

International Carnahan Conference on Security Teogy (ICCST, 2011)
SPIE Biometric Technology for Human IdentificatiPIE BTHI, 2011)



International Conference on Document Analysis aaddgnition (ICDAR, 2011)
Annual Conference of International Speech Assamiatinterspeech, 2011-2013)
IEEE International Conference on Face Gesture aubghition (FG, 2012-2013)

Journals

General computer vision

IEEE Transactions of Pattern Analysis and Machitelligence (PAMI)
International Journal of Computer Vision (1JCV)

IEEE Transactions on Systems, Man and CybernesigkZ)

Pattern Recognition/Pattern Recognition Letters/FR.)

Journal of Visual Language and Computing

Image Vision and Computing

Biometrics and Security

International Journal of Biometrics (1JB)

IEEE Transactions on Information Forensics and Bgc{iFS)

IEEE Transactions on Acoustics, Speech and LangBemmessing (ASLP)
International Journal of Digital Crime and ForessigDCF)

Computer Speech and Language

3.2.Promoting and organizing international competitions

Organization of international competition on seVeopics of direct attacks should be done in
order to involve other research communities andpaories from several countries. The aim is
making the point about the current technology oaatiattacks.

Besides the competition promotion, it must be tak#o account the dissemination of data sets
generated for such competitions and, in generalblitaining the experimental results during the
project. To this aim, an appropriate section narfigata set download” will be added to the
current Tabula Rasa Web page.

Software/hardware based countermeasures providatydhe project could be made “available”
to uses through web applications, by which eackrésted user could be directly and concretely
appreciate achievements of Tabula Rasa project.



3.3. Dissemination of project brand

It might be interesting to run a workshop on spogficovering how spoofing can be performed
and any systems that we have developed for coungtesuch attacks. In organizing such
workshops, several levels of end-users must bentaite account.

Moreover, promoting lectures and tutorials on thgid of spoofing and direct attacks, on mono-
and multi-modal biometric systems could be takeo atcount.

Another point of interest is the preparation of rampiate brochures and posters that can be
brought to conferences, meetings and other events.

Finally, Tabula Rasa partners will establish twouwal awards to be given to outstanding research
contributions within the project (“Student Awardic“Senior Award”).

3.4.Dissemination at large

Significant dissemination can be achieved by redpmnpromptly to media interest. For example,
recent work in ear recognition has resulted in:

Scientific Entertainment Television (Bang goesttieory)
News segments (ITV news, BBC Newsround)
Magazine articles (Wired)

High profile internet articles (Slashdot)

Newspaper article (The Daily Telegraph)

Besides these “traditional” way of disseminatiorg @ould also consider novel means as social
networks. In the following we mention some of them:

Facebook is a well-known social network which alowhe creation of “discussion
groups” which can be easily disseminated througftation. An appropriate discussion
group about Tabula Rasa could be created.

LinkedIn is a social network aimed to professiomathanges at different levels, especially
concerning research communities, and public ancgf@icompanies. Even in this case, the
creation of appropriate discussion group could dreed

Mendeley is an academic social network aimed tdhamxges at research level. Mendeley
allows a very easy sharing and dissemination ofigatibns and research products. The
creation of a partnership devoted to Tabula Rasaldlbe possible.

Youtube is a multi-media network where it is pobsito share music and videos very
easily. An appropriate profile for Tabula Rasa doog created in order to public the most
important achievements or “lessons” devoted to iridtmetrics and their pros, cons and
weaknesses. Several levels of users could be r@achiais way.

Besides social networks, the dissemination of taerweb-page of Tabula Rasa, by making such
page very easy to consult for different levels o$gible users (institutions, partners, end-users),
for example by pointing out the most appropriateeass which could move the interest of them.
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Finally, a specific “Tabula Rasa newsletter” colle proposed to maintain updated potential,
external partners and/or users.
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4. Targets-Actions connection

In this Section, we briefly link the set of Actiodgscribed in Section 3 with the possible targets
listed in Section 2.

The following Table 1 summarizes, for each targle¢ possible set of Actions which can be
carried out.

Table 1. Targets-Actionslinks.

Target Action

Government * “Tutorial” meetings
* Partecipation to evesatorganized by publ
institutions

Research community * Publications on Journals amaféences

* High-profile magazines

* Competition organizations

* Sharing data sets

* Social networks (LinkedIn and Mendeley
particular)

* Web plug-in with online research products
* Awards for joung researchers to signific
scientific contribution to the state-of-the-art

Public and private companies * Competition orgatnizra

* Tutorial workshops and meetings

* Social networks (Linkedin and Youtu
especially)

* Paticipation to international expo (poste
brochure, proof-of-concept presentation)

* Newspapers, magazines and hmglofile
Internet publications

* Attractive web-page

* Tabula Rasa newsletter

End-users * Scientific entertainment television

* News segments, Magazine, Newspaper
* Social networks (Facebook and Youtube
particular)

* “Tutorial” workshops on “security awareneg
of biometric systems”

* Attractive web-page

11



5. Current or planned dissemination activities

In the following, we briefly report some dissemioat activity which Tabula Rasa partners,
jointly or independently each others, are condggctin

UNICA (WP5 Leader)

(Current) Co-organization of the Second InternatioRingerprint Liveness Detection
Competition (LivDet2011), with Clarkson UniversityUSA), Biomedical Signal
Processing Laboratory, leaded by Prof. Stephanfu&ers. This competition will be
hosted by the International Joint Conference onnt&ics which will be held in
Washington DC  (USA), Oct.,, 11-13, 2011. LivDet2011lwebsite is
http://prag.diee.unica.it/pra/node/1089

(Planned) Submission of papers to IJCB, and IC{ikEernational Conference on Image
Analysis and Processing) conferences, and to PRRGdF journals.

IDIAP (Project Leader)

(Current) Organizing of the International Competition Counter Measures to 2D Facial
Spoofing Attacks, hosted by the International J&onference on Biometrics which will

be held in Washington DC (USA), Oct., 11-13, 20Cdmpetition website is available by
clicking at the voice "Evaluations" of the Tabulada website.

(Planned) Submission of papers to ICPR, ICCV, CVIPR,1JCB, BTAS conferences

UuouLU

UAM

(Planned) Coverage in Finnish TV, Press releasds#farent Finnish new papers

(Planned) Lecturing tutorials at FG2011 & CVPR 20I1rganizing workshops at
CVPR2011 & ICCV 2011

(Done) Lectured an invited presentation at Hat@&0%0 Autumn Seminar and Meeting,
M/S Baltic Princess (Tallink), Finland, Novembertl262010. Prof. Pietikainen discussed
Computer Vision in Human-Computer Interaction inieththe Tabula Rasa project was
also briefly introduced.

(Done) Submission of papers to SPIE BTHI 2011
(Planned) Submission of papers to IJCB 2011, ICZ&I1, ICDAR 2011 conferences
(Planned) Participation to Summer School on Bioice{http://biometrics.uniss.it/)

EURECOM

(Planned) Submission to international conferenceslIS@A Interspeech, IEEE
ICASSP,Eusipco, IJCB, and journals as IEEE Transaction&®hP, Computer Speech
and Language, IFS. Minimum number of papers todoefed is planned to be four.
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« (Planned) Contribution to poster and brochure pagpmn.
CASIA

- (Done) Handbook of Face Recognition, Springer — Niovpress and to be displayed at
International Conferences such as CVPR, IJCB 2011

- (Planned) Programme committee in several internaticonferences as FG, IJCB, AVSS.
(Planned) VIS-NIR-3D heterogeneous face database
- (Planned) Adding a download section at the CASIASBBneb site of the project
Usou
« (Planned) Submission of papers at IJCB

- (Done) Prof. Nixon has given a talk on “Recent Axees in Biometrics”, Biometrics
Seminar 27th January 2011 At UK Payments, 2 Thdi@ae Square, London EIW 1YN
Recent Advances in Biometrics, Departmental Semig&th Feb, University of
Aberystwy.

- (Done) Video on gait spoofing for the program “Rdarftarth” of Discovery Channel
(Canada).

BIO
(Done) Presentation of Tabula Rasa at CeBIT (Haarnov

« (Planned) Presentations of Tabula Rasa at IDWaBld, (April, 2011, Abu Dhabi),
CERTES in Asia (29-31, March, 2011, Hong Kong).

CSSC

(Planned) Introductory Talk on Tabula Rasa at neweeting RISE project
(http://www.riseproject.eu/)
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6. Deadlinesfor afirst evaluation of the dissemination activities

In this Section, we suggest a set of specific astiwith related deadlines in order to give a first
concrete evaluation of the dissemination activibé§abula Rasa partners. Table 2 summarizes
some possible proposals. We put in brackets thelpedeader of each activity.

Table 2. Actions and deadlines for a preliminary evaluatioih Tabula Rasa dissemination

activities.

Target

Action

Deadline

Government

Deciding the event {
organize/participate in order

invite institutions

April, 15" 2011 (next TF
meeting?) (IDIAP)

Research community

First list of submitted/accepts
papers toconferences/journal
In particular, which scientifi
communities are the targets.

Creation of specific Tabu

Rasa account on Linedin a
Mendeley.

Proposal of web plugy with
online research products

Deciding about an award f

June, 18, 2011 (UNICA, with
contributions of all partners)

April, 15", 2011 (it can be dor]
immediately) (UNICA)

June, 18, 2011 (IDIAP)

joung researcher® tsignificantJune, 15, 2011 (to bq
scientific contribution to th discussed) (IDIAP)
state-of-theart on Spoo
detection

Public and private companies Competition organizatioMay, 18", 2011 (UNICA
disseminated (el UAM)
Face/fingerprint liveneg

detection) on magazines, |
example, Biometric Technolog
Today

Video-presentation of Tabu
Rasa project to be published

May, 158", 2011 (IDIAP)
on
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Youtube and LinkedIn

Preparation of brochure alMay, 18", 2011 (EURECOM)
posters specific for Tabula Rasa

Tabula Rasa newsletter onlineMay, 15", 2011 (IDIAP)

List of expo where Tabula Ra June, 18, 2011 (Biometry)
has been presented &
eventual feedback fro
interested people

End-users Dagvent devoted t April, 15", 2011 (to discuss
biometrics and “spoofing next Tabula Rasa meetings?)
biometrics with demos frot (IDIAP-UNICA)

several Tabula Rasa Partn
(deciding how, when, an
where)

Tabula Rasa account (April, 15", 2011 (UNICA)
Facebook and Youtube

Improving the attractiveness |May, 158", 2011 (IDIAP)
current web-page for end-users
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