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Use Case Scenario 2010


Company Profile

	Legal name
	<insert the name of your company here>

	Full address
	<insert the address of your company here>

	Country
	<insert the postal code and country>

	Website
	<insert your company website here>


Contact person

	Name
	<insert your family name and first name here>

	Email
	<insert your email here>

	Phone(s)
	<insert your phone number(s) here>


Use Case Scenario (short description)

	Short title
	<insert here the short  title of your use case scenario>

	Short description (5 lines max)
	<insert here a short description of your use case scenario>


	Confidentiality

	
Public
Restricted
<insert a X where appropriate>

	Involved parties

	<list here all parties involved your use case scenario (A=customer/user, B=bank/administration employee, …)>



Use Case Scenario (detailed description)

	Full title
	<insert here the full title of your use case scenario>

	Description 
(1 page max)
	<insert here a detailed description of your use case scenario>



	Enrollment

	
Mobile
Other

	
	<explain here where and how the enrollment of biometric templates is performed>


	Authentication

	
Embedded
Remote

	
	<provide here more information on the authentication process if needed>


	Security level

	
High
Medium
Low

	
	FAR: <insert your acceptable FAR in %>
FRR: <insert your acceptable FRR in %>


	Assumptions
	<do you make any particular assumptions?>

	Requirements
	<describe here your requirements (hardware, software, …)>

	Issues
	<do you have particular issues?>


Trust and Threat Model
	Trust
	RISEPTIS
 refers to trust as a three-part relation (A trusts B to do X). Parties A and B can, in this respect, be humans, organisations, machines, systems, services or virtual entities. The evaluation of the trust A has in B to do X plays an important role in the decision of A to partake in any transaction, exchange or communication between them.

	
	<describe here the trust model of your use case scenario with respect to the parties introduced on page 1>




	Threat
	Biometric systems, such as security systems in general, are vulnerable to attacks. Attacks can be performed inside the system and are due to intruders, such as cyber-criminal hackers, by bypassing the feature extractor or the matcher (referred to as 3 and 5 in Figure below), by manipulating the templates (or models) in the database (referred to as 6), or by exploiting the possible weak points in the communication channels (referred to as 2, 4, 7 and 8). Attacks can also be performed at the sensor level (referred to as 1) outside the digital limits of the system and therefore no digital protection mechanisms can be used. In this  attack, also called spoofing, a person tries to masquerade as another one by falsifying data and thereby gaining an illegitimate advantage.
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	<explain here how security mechanisms should be applied to your particular use case scenario, e.g. how to deal with secure encryption of biometric data, as well as other private data if applicable>






































































� If restricted, this use case will only be used internally within MOBIO and will then be treated as confidential until the prototype demonstration.


� Please refer to the definition of trust between parties on page 3.


� Indicates if the enrollment of biometric templates is performed from the mobile or not.


� Indicates if biometric authentication is embedded (on the device), remote (on a server) or both (shared processing).


� Indicates one of the three level of security needed by your use case and if possible provides the minimum required False Acceptance Rate (percentage of impostors accepted) and minimum required False Rejection Rate (percentage of clients rejected).


� RISEPTIS � HYPERLINK "http://www.think-trust.eu/riseptis.html" ��http://www.think-trust.eu/riseptis.html� 
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