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Abstract:

Biometric recognition is an important tool that offers an efficient and reliable solution
to the problem of user authentication. A large number of biometric systems are used for
access control applications. Without doubt the biometric technology has many favorable
properties among which is included the strong link between a user and its authenticator
for a biometric authentication system. Nevertheless, these advantages are also accom-
panied with increasing concerns about the security and privacy of biometric technology.
For instance one quite serious concern for biometric systems is the fact that unlike pass-
words and tokens, the biometric data of a user cannot be revoked and reissued if they are
compromised. In this deliverable, we investigate the privacy issues related to biometric au-
thentication and we describe methods that can be employed in order to guarantee privacy
preservation.
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1 Introduction

Biometric authentication is increasingly being employed as a reliable and ultimate form
of authentication and identification since it provides a strong proof of identity (i.e. a
biometric something you are). However, the advantages of biometric authentication are
also accompanied by some serious security risks and challenges such as accuracy, reliability,
data security as well as challenges related to effective private protection. In this deliverable,
we will focus mainly on the privacy issues related to biometric authentication.

Under normal conditions, when a party (i.e. a user) provides his personal identification
information to a second party (i.e. the database of an authentication system), the user
expects that this information will only be used for the agreed-upon function and that
this information will be protected from unauthorized parties. A compromised biometric
trait /template may lead to serious security and privacy threats:

(i) Biometric information may reveal very sensitive and private information such as the
skin color, medical information and ethnic origin and thus, may further lead to unjustified
discriminations.

(ii) It is easy to realize the privacy implications if we consider that unique identifiers
and biometric data may be easily collected without knowledge or consent.

(iii) Biometric traits that are cross-matched and used in different biometric databases
raise serious issues regarding the linkability that may further lead to tracking and profiling
and surveillance of individuals.

(iv) This risk is even more serious if we consider that biometric data unlike passwords or
other ways of authentication and identification cannot be revoked (inherent irrevocability)
and the compromise of a biometric trait-database leads to serious threats of identity (data
breach, identity theft and fraud).

Some of the most important questions that we need to ask in order to investigate risks
and threats regarding privacy invasiveness in each application scenario are the following:

- Is the used system optional or mandatory?

- Is the system used for identification or verification?

- Is the system deployed for a fixed period of time?

- Who owns the biometric information?

- Where is the biometric data stored?

- What type of biometric technology is being deployed?

- Does the system use biometric templates, biometric images or both?

The International ISO/IEC 24745 standard [1] “Information technology - Security tech-
niques - Biometric information protection” provides guidelines that should be followed in
order to protect biometric data/information and guarantee their confidentiality, integrity
and revocability while this information is stored and transfered.

More precisely, the ISO/TEC 24745 standard provides:

e A description of the inherent threats to which biometric systems are exposed as well
as the countermeasures that can be employed in order to protect them.
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e The security requirements that are necessary in order to guarantee the secure bind-
ing between a biometric template/trait and a user. More precisely, the need for
irreversibility, unlinkability and confidentiality. A detailed description of these re-
quirements that constitute also criteria-metrics for benchmarking privacy-preserving

biometrics is provided in Section 4.
e As well as guidelines that maybe followed in order to guarantee the privacy of the

involved parties while the biometric information is stored, transfered and processed.

Privacy-preservation in biometric authentication has also been investigated by other Fu-
ropean research projects. For instance the project TrUsted Revocable Biometric IdeNtitiEs
(TURBINE) (http://www.turbine-project.org) is investigating the protection of fingerprint
templates. Additionally, the TURBINE project has received an opinion [31] from the EDPS
(European Data Protection Supervisor) in which is acknowledged the relevance of the best
practices provided as output of this project. Furthermore, the BEST (Biometrics Euro-
pean Stake-holders) Network tries to investigate how biometrics can most appropriately
be applied in the context of the Charter of Fundamental Rights of the European Union.

This deliverable is organised as following: in section 2 we describe biometric privacy-
preservation techniques that can be employed in order to guarantee no violation of the
privacy rights of the involved parties. In section 3 we describe attacks that can be mounted
against privacy preservation techniques. Section 4 describe the criteria-metrics that can
be used to benchmark template protection algorithms while section 5 concludes this deliv-
erable.

2 Related work: Privacy-preserving techniques

Privacy-preserving techniques can be discriminated into two broad categories: hardware-
based approaches and software-based approaches.

Hardware-based approaches: A hardware-based approach involves designing a “closed”
recognition system. In such a system the biometric template never leaves a physically se-
cure module such as a smart card or a hand-held device. Such a device matches the input
biometric trait with the template stored in the device and releases a key in case the au-
thentication is successful.

Software-based approaches: Software-based approaches protect the biometric tem-
plate by storing a modified version of it, in order to reveal as little as possible information
about the original biometric trait. Software-based approaches can be discriminated into
two main categories: template or feature transformation and biometric cryptosystems:

e Template or Feature Transformation transform the biometric template based on pa-
rameters derived from external information such as user passwords or keys. The
same transformation function is applied to the query and matched with the stored
template.
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o Biometric Cryptosystems attempt to obtain error correcting information from the
biometric features known as helper or auxiliary data. The later does not reveal
significant information about the biometric trait or the key. Furthermore, error
correcting codes are employed in order to recover the enrolled biometric features or
the employed key.

o Combined template transformation and biometric cryptosystems: Some approaches
combine template transformation and biometric cryptosystems in order to achieve
privacy-preservation. For instance Nandakumar et al. [69] use the transformed tem-
plate as input to a biometric cryptosystem while Bringer et al. [8] transform the
helper data in a biometric cryptosystem using an homomorphic scheme.

2.1 Template or Feature Transformation

One of the main advantages of template or feature transformation techniques is firstly
that the generated templates through this transformation approach can be easily revoked
(for instance by changing the password or the key used). Furthermore, there are fewer
restrictions regarding the matching algorithms. Thus, it is possible to design sophisticated
matchers that can robustly handle intra-user variations. On the other hand, one of their
main disadvantages is the difficulty to measure their security strength. An interesting
security analysis of template transformation techniques have been described by Nagar et
al. [66].

Template or feature transformation techniques can be discriminated into two main

categories based on the template representation used: wector-based transformation and
interest-point based transformation.
Vector based transformation: In vector-based transformation biometric templates are
represented as vectors and the dissimilarity between two vectors is computed based on
the Hamming distance. One of the main requirements of vector-based transformation
techniques is the fact that the distances between the vectors should be preserved before
and after the transformation. Below we list some of the most important vector-based
transformation techniques:

e Cancelable biometric data: Ratha et al. [73] introduced the concept of transforming
a biometric image in order to enhance the privacy of these biometric data. When
non-invertible, this transformation may prevent an adversary to find back who this
transformed image belongs to. Moreover it is easy to renew the stored template by
choosing a different transformation or to have different transformations for different
applications. The question of the irreversibility of the transformation is raised in [3]
and information on the accuracy performance of the matching are given in [71, 72].
One difficult constraint of this scheme is the tradeoff between performances drop and
irreversibility: the transformation has to decrease the entropy of the biometric data
to be truly irreversible; therefore this has a bad impact on the performances.
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Nevertheless the idea of transforming the image or the template seems to be helpful
to enhance the security when applying other protection schemes (like in [15]). The
capability to renew the transformation function is exploited in [16] to design a one-
time biometric identification scheme similarly to the well known one-time password
principle.

e Biometric hashing or Biohashing: Biohashing [85, 40| is an emerging privacy-preserving
technique which represents a biometric feature vector as a pseudo-random binary se-
quence by incorporating it with random number generator [60, 85, 40, 46, 47, 44, 48,
45]. Tt is completely different than cryptographic hashing. Biohashing techniques use
the biometric template and a secret key (via token) in order to generate the biohash
vector of a user. In other words, these techniques rely on two-factor authentica-
tion. Since a user cannot give exactly the same biometric data to the system at each
attempt to enter the system, it is expected that the distance between the biohash
vectors of the same user are small and the distance between the biohash vectors of
the different users are high. On the other hand, one bit change at the input, results to
huge changes at the output in cryptographic hashing techniques. Thus, they are not
suitable to use in biometric recognition systems. Biohashing techniques generally use
random projection for dimension reduction just after a feature extraction method (i.e.
Principle Component Analysis (PCA), Linear Discriminant Analysis (LDA), Discrete
Wavelet Transform (DWT), Fourier Mellin Transform etc.). Furthermore, they use
binary quantization to obtain a binary vector which is called biohash. Biohashing
techniques achieve very high recognition rates under normal conditions. If the secret
key is obtained by an attacker, their performance decreases dramatically [61, 53].
Quantization of biometric feature vector and dimension reduction may also affect
directly the performance of a biohashing technique [46, 47]. Apart from that, these
methods suffer from invertibility attacks [52, 25]. In these attacks, it is assumed that
an adversary gets the biohash and its associated secret key and she tries to obtain
the biometric template of the user.

Biohashing techniques are applied to various biometrics. For face biometrics gener-
ally PCA or LDA are used as a feature extraction method before applying a ran-
dom projection [60, 85, 46, 47]. Teoh et al. [40] proposed a biohashing technique
for fingerprint biometrics. This method uses integrated wavelet and Fourier Mellin
transform for feature extraction and random projections for dimension reduction.
The PalmHash [27] technique, which uses LDA and random dimension reduction
methods, is proposed for palm biometrics.

Advantages of Biohashing Techniques: The main advantages of biohashing are:
(i) their suitability for match-on-card application, (ii) the fact that they provide fast
authentication due to linear operations and the fact that comparisons are performed
in the binary domain, (iii) they provide high recognition rates under ideal conditions.

Disadvantages of Biohashing Techniques: The main disadvantage of the biohash-
ing approach is the poor recognition performance in case that an attacker gets the
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secret key. Additionally, invertibility problems may be generated due to linear oper-
ations (for instance the biometric template may be obtained if the biohash and its
secret key are obtained).

e BioPhasor [41, 41]: BioPhasor techniques are proposed to improve the biohashing
techniques. In these methods, the rows of the orthogonal transformation matrix are
used as the imaginary part and added to the biometric vector to obtain a set of
complex vectors. For each of these vectors, the argument of the values in them are
averaged and quantized to form the final binary template. This transformation has
been shown to better preserve the matching performance even if the secret key is
known to the adversary. Although this scheme is claimed to be non-invertible, the
complexity involved in inverting this transformation is not known.

The main advantage of the BioPhasor techniques is that it is computationally hard
to invert the resulting vector in order to obtain the original biometric trait. While
the main disadvantage of the BioPhasor techniques is the high complexity in order
to perform the required computations and consequently the increased required time
for authentication time.

e Robust Hashing: Robust hashing [84] techniques use a non-invertible transformation
function which is a one-way function. The aim is to make the biometric template
secure.

Advantages of Robust Hashing Techniques: The main advantages of robust hash-
ing techniques are: (i) It is computationally hard to invert robust hash vector in
order to obtain biometric data, (ii) They are quite secure since they use nonlinear
operations.

Disadvantages of Robust Hashing Techniques: Among the main disadvantages of
robust hashing techniques are included: (i) They use complex dimension reduction
methods, (ii) They require high authentication time in comparison with biohashing
techniques due to nonlinear operations, (iii) There is a trade-off between discrim-
inability and non-invertibility.

e (Class Distribution Preserving Transformation: These techniques transform a real-
value biometric template to a binary string by taking into account the geometric
relationship between the biometric templates. Feng et al. [34] proposed a method
where the biometric template is transformed into a binary string by randomly se-
lecting a set of vectors of the same dimension as the biometric template. Then, the
Euclidean distances of the biometric vector from these vectors are stored. Therefore,
the aim is to preserve the class distribution when binarizing the biometric templates.
These techniques incorporate error correction methods (i.e. BCH coding) and tra-
ditional cryptographic hashing methods in order to guarantee the non-invertibility
[34]. Besides, Karabat et al. [48] proposed a method which uses an optimal linear
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transformation matrix based on within-class covariance matrix which is the max-
imum likelihood estimate of the variations of the biometric data belonging to the
same user. This method also aims to reduce the error by taking into account within
class distributions. However, it does not use any error correction coding methods.

Advantages of Class Distribution Preserving Transformation: Among the main ad-
vantages of class distribution preserving transformation techniques are included: (i)
They provide provable security due to cryptographic hashing methods. (ii) They
require high complexity in order to invert the template.

Disadvantages of Class Distribution Preserving Transformation: Among the main
disadvantages of class distribution preserving transformation are included: (i) Re-
quirement for high computation resources at the enrollment stage. (ii) It incorpo-
rates error correction methods and thus requests more computation resources at the
enrollment and authentication stages.

Interest point based transformation: Fingerprint biometric templates are usually
represented by a set of points called minutiae. Thus, transformation-based approaches
used for fingerprint biometrics should use minutiae as the initial representation while the
final representation in the transformed domain should also be in the form of a minutiae.

Ratha et al. [71] have proposed an approach called cancelable fingerprint templates that
uses three different minutiae transformation techniques: the cartesian, polar and functional
transformation. All these transformations proposed by Ratha et al. [71] have as main
advantage the fact that it is difficult to invert them. Nevertheless, these transformations
lead to increased intra-user variations (i.e. changes in the template of the same user) and
thus consequently to an increased false rejection rate. We should note here that there are
many techniques specific for minutiae representation of fingerprints but they use similar
techniques compared to vector-based transformation (i.e. cancelable transformation or
secret-based transformation).

2.2 Biometric Cryptosystems

Other terms used for biometric cryptosystems are: biometric encryption, fuzzy extractor,
secure sketch, helper data system, biometric locking, biometric key generation.

Biometric encryption can de defined as the process in which a digital key (randomly
generated) is bound to a biometric template (key binding) or a key is generated by a bio-
metric template (i.e. key generation). In both modes (“key binding” and “key generation”)
of the biometric encryption (BE) methods, the key is “encrypted” with the biometric trait
and the result, which is usually called biometrically encrypted key or BE template or helper
data is stored either in a database or locally (i.e. smart card).

The BE template can be “decrypted” in the verification process only if the correct bio-
metric sample is presented. Since at each verification process a fresh biometric trait/sample
is presented this biometric “encryption/decryption” process is fuzzy by nature. Thus, one
important challenge is to recreate the same digital key despite the variations in the bio-
metric traits.

BEAT D5.1: page 12 of 27



BEAT [284989] D5.1: Privacy preservation techniques

Some BE approaches (for instance the Fuzzy Vault [42] and Fuzzy Commitment schemes
[43, 36]) work equally well with both key binding and key generation mode.

The key generation mode is also called secure sketch or fuzzy extractor. In this case
the original (enrolled) biometric template is recovered in the verification process when a
fresh biometric sample is applied to the BE template. In this mode the enrolled biometric
template or a string derived from it for instance its hash value serves as a digital key.
Nevertheless, this key changes upon each enrollment.

In the key binding mode the key is randomly generated. Thus, the user does not know
the key and it can be easily changed since it does not depend on the biometric trait.

Advantages of biometric cryptosystems: The main advantages of biometric cryptosys-
tems include: (i) Firstly, we can easily understand and evaluate the security strength in
information-theoretic terms. (ii) Additionally, with biometric systems the key is bound
with the biometric trait and thus privacy and security is enhanced. (iii) Using a biometric
cryptosystem a biometric system is less susceptible to high level security attacks. (iv)
Furthermore, by employing a biometric cryptosystem, the biometric image or any other
conventional biometric template is not stored. (v) It is computationally difficult to recreate
the original biometric image/template from the stored information. (vi) A large number
of untraceable templates for the same biometric can be created for different applications.
(vii) Untraceable templates from different applications cannot be linked. (viii) Untrace-
able templates can be renewed or revoked. (ix) In these systems keys are longer than
conventional passwords and they do not require user memorisation.

Disadvantages of Biometric Cryptosystems: Among the main disadvantages of bio-
metric cryptosystems are included: (i) The fact that we cannot use any sophisticated
matchers. (ii) The matching performance of a biometric cryptosystem is limited by the
error-correction capability of the code used. (iii) To improve the performance we need to
extract invariant and discriminative features from the biometric trait.

Below we list some of the most important privacy-preservation techniques for biometrics
based on biometric cryptosystems:

e Secure Sketch: It has been suggested [43, 29] to replace the traditional algorithms to
compare biometric traits by an error correction procedure by means of Secure Sketch.
In fact, in a secure sketch, biometric data are quantized and then combined with a
codeword to exploit its correction capacity. In this case, the biometric template — the
secure sketch — partially hides the biometric reference which was used in its creation.
However, secure sketch suffers from two drawbacks. The first one is that the error
correction is, usually, less effective than the traditional matching algorithm to com-
pare two biometric traits regarding the accuracy of the performances. The second
one is that secure sketch is not sufficient to ensure the confidentiality of the underly-
ing biometric trait used alone [10, 76]. A potential benefit of the secure sketch is the
simplification of the biometric matching. This opens the possibility to encrypt the
secure sketch with a homomorphic cryptosystem to perform the comparison with en-
crypted biometric data, i.e. without decrypting them. Consequently, there have been
a lot of papers integrating secure sketches into cryptographic protocols to reinforce
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their security [17, 13, 4, 8, 83, 32, 70].

o [uzzy Vault: The fuzzy vault has been introduced by [42] and many papers describe
applications of this scheme to fingerprint, e.g. [26, 55, 64, 59, 23, 58, 56, 57, 65, 69,
68, 88]. This scheme, that belong in the category of secure-sketch schemes, relies
on Reed-Solomon codes: each information symbol is accompanied by its evaluation
by a given polynomial p to form a pair (x;,y; = p(x;)). Moreover, some random
chaff points are added to mix genuine pairs with fake ones. As this construction is
order-invariant, it can be applied to fingerprint biometric where minutiae play the
role of the x;’s. To open a vault, one has to produce a sufficient number of genuine
pairs; this way, the errors decoding capacity of the Reed-Solomon code enables to
reconstruct the underlying polynomial p. The feasibility of using such concept to
identification is now studied [63] and an extension for encoding multiple sets has
recently been suggested [12].

e Mytecl: Mytecl is the first biometric encryption (BE) scheme based on key binding
and was proposed by Soutar et al. [81]. In this approach the key is linked to a prede-
fined pattern s From s and f and their Fourrier transforms S and F' correspondingly
a filter is created H = S/F [22]. Only the value of H is stored and obtaining S or F’
is quite difficult. If for another fingerprint f’ with corresponding Fourrier trasfer F’
it holds that F' = F' then the verification process outputs s’ such that s = s’. Never-
theless, this approach turned out to be impractical regarding the provided accuracy
and security.

o Mytec2: Mytec2 [80, 78, 79] was a successor of Mytecl and it was the first practical
biometric encryption scheme. In this approach only the phase-parts of the Fourier
tansforms S and F’ are held in the filter H. Furthermore, the phase of S is randomly
generated and not stored. Consequently, the output of this approach ¢ is also random.
The output pattern and the key are linked via a lookup table and ECC while the
key, the filter H, the hashed key and lookup table are stored in the helper data. The
main advantage of this approach is error tolerance. Nevertheless, the initial published
version was vulnerable to hill-climbing attacks (see Section ) since it uses a simple
repetition ECC. For more proper selections of ECC the security of the approach is
increased.

o [Fuzzy Commitment Schemes: The Fuzzy Commitment [43, 36, 9, 89, 86] belongs in
the category of secure-sketch schemes and is probably the simplest BE approach and
most studied one. In this approach the biometric template should be in the form
of an ordered bit string with a fixed length. A key is mapped to an (n, k, d) ECC
codeword that has the same length with the biometric template. The codeword and
the template are XOR-ed and the resulting value as well as a hashed value of the
key are stored. Upon the versification process a fresh biometric template is X O R-ed
with the stored string and the resuling value is decoded using the ECC scheme. If

BEAT D5.1: page 14 of 27



BEAT [284989] D5.1: Privacy preservation techniques

the codeword received from this process agrees with the enrolled (original) biometric
template the k-bit key is released.

2.3 Dedicated Encoded Techniques

A lot of suggestions have been published to apply the above described constructions to
classical biometric data. One common problem that arises for most of the schemes - in
particular for biometric cryptosystems - is the need for dedicated encoding of biometric data
to get good accuracy performances. Often, it is needed to find a binarisation process (see
for instance [49]) of biometric data that enables to compare them with a simple algorithm
as for instance Hamming distance, while it is required to maintain the discriminative
properties of the data.

The case of iris is generally considered as one the simplest ones: Iriscodes [28] are a
common way of representing iris trait as binary vectors. To represent iris, biometric data
are quantized (binarised) in such a way that for comparing two iriscodes one has to look at
the number of coordinates in which they differ. However, the score computation relies also
on a more or less complex normalization process that takes into account the quantity of
information available after the feature extraction from the iris images. This as an impact
on the way to design the protected comparison algorithm [10].

Face templates are commonly represented in an Euclidean space. Hence it is possible to
use state-of-the-art embedding techniques into a Hamming space for binarisation. However
the constraints on performances could be hard to fulfill as seen in the literature [87, 51].

Fingerprint case is a tricky one and thus is the subject of a lot of scientific works
(86, 39, 24, 15, 30, 67, 90, 33, 91]. One natural solution to binarize a fingerprint is to start
from the image, to extract the global pattern (mainly ridges orientation) of the fingerprint
and then to adapt state-of-the-art quantization techniques. However, this is not based
on classical fingerprint templates [37] that use minutiae and for which performances are
known to be far better than with the fingerprint pattern and most of the methods need a
reliable alignment of the data. Gyaourova and Ross [35] solution is also based on pattern
but exploits the comparison with representative fingerprint patterns to construct a feature
vector. Several works suggest solutions at minutiae level, for instance [30, 67, 90, 33].
And some recent proposals, e.g. [91], are more precisely based on local neighborhoods of a
minutia — called minutiae vicinities. In particular [19, 20, 21] offers promising performances
with binary feature vectors that can be compared two by two with a matching phase that
exploits the Hamming distance and some additional localization information.

Similar solutions would be necessary for the other biometric modalities. And in all
cases, improvement of the performances (i.e. decrease of the impact of the binarisation
algorithms onto the error rates) is still an important research topic.

2.4 Other approaches

HW-based: A technology known as Match-On-Card (MOC) enables to realize the com-
parison of the fresh biometric trait to a biometric template stored inside a smartcard by
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processing the complete matching algorithm during a biometric authentication request. As
a next step the smart card gives as output whether this comparison is positive or not.

In [18], this is exploited to combine local authentication on a local client, based on
a traditional biometric comparison. After this local authentication, a specific anonymous
remote authentication — relying on a cryptographic key generated from the stored biometric
template — is executed where the server can only verify the validity of the individual without
learning its identity. In [14], the technology is used to embed a security module in local
access control terminal to ensure the protection of the reference data: the protocol enables
to achieve authorization checking. These systems have been analyzed and demonstrated
within the TURBINE project, see http://www.turbine-project.eu/index.php.

In the case of MOC-enabled smart cards, it is important to prevent vulnerabilities
similar to these of a YesCard (i.e. an attack that has been performed in banking systems,
where a card always returns “yes”). In the case of biometric systems this attack can lead
not only to the YesCard even but also to the NoCard as it is described by Barral et al.
[6]. More precisely, Barral and Vaudenay [6] proposed a protocol that can be used in order
to combat attacks that my lead to YesCard or NoCard events using simple cryptographic
primitives such as symmetric encryption. Barral et al. have also proposed an approach
called externalised fingerprint matching [5]. In this approach a smart card is employed for
the biometric identification. In order to perform the identification the following protocol
is used. A scrambled fingerprint template ¢, derived from the original template by adding
a random minutiae at the enrollment phase, is stored on the smartcard. Additionally, on
the card is stored a string w in which is encoded, which of the minutiae in ¢ are genuine.
In the identification process, the terminal reads ¢ from the card and using the incoming
data (fresh biometric trait), it determines which of the minutiae in ¢ are genuine. More
precisely, the terminal used in the identification process generates a candidate w’ and sends
this to the card. As a final step the card checks if the Hamming weight of w @ w’ is smaller
than a security threshold d.

3 Attacks and Security analysis

Simoens et al. [76] present attacks on template protection schemes that can be described
as fuzzy sketches based on error-correcting codes. A number of attacks against biometric
cryptosystems (biometric encryption) approaches are presented in [82]. Below, we give
a brief description for some of the most representative attacks against privacy-preserving
biometric systems.

e Fualse acceptance rate (FAR) attacks: As explained since several years [54, 11] in the
case of the fuzzy commitment scheme, one very concrete vulnerability of protection
schemes that work at the template level only, is the capability to execute authen-
tication checks with any restriction based on chosen or random fresh templates. In
practice, an adversary that possesses a large database of biometric templates and
that has access to a so-called protected template will be able to run a search among
the database until he finds a False Accept (i.e. a template sufficiently close to the
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protected one). This way he will be able to retrieve data close to the original one,
and sometimes this would even lead directly to the original template (this is the case
for the fuzzy commitment scheme). It should be noted here that the False Accept
Rate (FAR) is in general between 1075 and 10~3 which is sufficiently low to achieve
a strong authentication but not negligible at all. Hence this represents an important
threat.

e Cross-matching attacks: Simoens et al. [76] explains how to determine whether two
secure sketches are coming from the same biometric source in the case of the fuzzy
commitment scheme. This attack may also lead to the reconstruction of the template
under some constraints. Indistinguishability is highlighted there as a specific property
to be addressed by protection schemes. Later on, Kelkboom et al.[50] suggested to
use a permutation of the templates as a potential countermeasure against such cross-
matching checks between different sketches.

e [nverting hash: This is a type of brute force attack. In case that a hash is stored on
the BE template (i.e. helper data) an attacker may try to cryptographically invert
the hash. In order to avoid this type of attack, it should always be computationally
infeasible for the attacker to mount such an attack.

o Hill-climbing attack : In a hill-climbing attack [2, 62] the adversary sends random
synthetically generated templates to a biometric authentication system (matcher)
which are modified one after the other (iteratitely). More precisely, the attacker
makes small modifications in the input impostor’s image and waits to see how the
acceptance scores (intermediate matching scores since the BE algorithm does not
provide scores) change. In case that the acceptance score increases, then the mod-
ification of the input impostor’s image is retained otherwise the adversary tries a
different modification. After multiple repetitions of this process the attacker will be
able to reach the verification threshold ().

e Nearest Impostors attack: In the nearest impostor attack, similarly to the hill-climbing
attack the adversary uses a partial matching score of the ECC chuck of the BE
template and a global intermediate score. Nevertheless, instead of using the same
image and making multiple modifications on it the attacker uses a relatively small
(for instance a few hundreds) number of samples against the BE template. Thus,
he identifies multiple nearest impostors (i.e. synthetically generated templates) and
keeps those for which he achieves either the highest global score or the higher partial
score for a given chunk. He applies this technique iteratively and by using a voting
technique, he retrieves the key bits related to each chunck. If the attacker succeeds
he will be able to recover the whole key or at least reduce the key space.

e [CC Histogram attack [82]: In some BE approaches, ECC is used in order to generate
the BE template (i.e. helper data). In some cases the ECC codeword is composed of
a series of chunks (i.e. for instance the Reed-Muller chunks [36]). An adversary may
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exploit this by generating a database of artificially generated templates and run it
against the ECC chunks of the helper data. By counting the number of appearances of
each possible output codeword for all artificially generated templates in his database,
he creates a histogram. Finally, he selects the codeword that corresponds to the
histogram winner.

o Re-usability attack [7], [74]: In case that the same biometric is used in multiple
applications, an adversary may try to use several versions of the helper data in order
to retrieve the original biometric trait and /or the key. The Fuzzy Vault approach is
especially vulnerable against this type of attack.

e Blended Substitution attack [74]: In a blended substitution attack, the adversary sub-
stitutes the user’s biometric record with his own data. This way both the user and
the adversary are able to be authenticated with the same enrolled biometric record.
The fuzzy vault scheme is especially vulnerable to this attack. In such a scheme,
the adversary may insert his own biometric template using his own key or using the
user’s key if he has it in his disposal. In the later case, the attack is called insidious
blending.

e Non-randomness attacks [82]: In this category are included all the attacks that can be
launched against biometric systems by exploiting the non-randomness of biometric
helper data. More precisely, many Biometric Encryption schemes such as the Fuzzy
Vault and the Fuzzy Commitment schemes assume that the biometric traits are
random in order to formally prove their security. Nevertheless, in reality the biometric
traits are inherently non-random. Thus, an adversary may exploit this to identify
clusters in the helper data and subsequently interconnect the same parity bits.

Frameworks to analyse the privacy of biometric approaches: In [75], a gen-
eral framework is introduced to analyze the privacy properties of biometric authen-
tication protocols. The goal of an adversary in such context is to learn information
either on biometric data or on users that are in the system, not to bypass the authen-
tication. A general model involving four logical entities — sensor, server, database
and matcher — is described and complex internal adversaries are studied. This work
underlines that current solutions that have been developed in the honest-but-curious
adversary model, would probably have weaknesses when considered in an insider at-
tack model. This emphasizes the need to go beyond the usual honest-but-curious
assumption.
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4 Criteria-metrics for Benchmarking Privacy-preserving
Biometrics

A detailed description of criteria-metrics that could be used to benchmark template protec-
tion algorithms is given in [77, 38]. Below we briefly describe the most important metrics
that should be taken into consideration when designing privacy-preserving biometric sys-
tems.

e Accuracy: The biometric template protection scheme should not degrade the recog-
nition performance (i.e. the False Acceptance Rate (FAR) and the False Rejection
Rate (FRR)) of the biometric system.

e Diversity: The biometric template should not allow cross-matching across the existing
databases. In other words, the biometric template protection scheme should allow
the generation of a maximum number of independent protected templates that can
be generated from the same biometric feature.

e [rreversibility: It is of utmost importance that it is computationally infeasible to
retrieve the original biometric template from the protected (or transformed one).
Due to this requirement the transformation approach that might be adopted may
lead to lower accuracy rate (difficult to achieve high accuracy).

e Revocability: It should be possible and straightforward to revoke a compromised
template and generate a new one for the same user.

e Security: It should be computationally infeasible to obtain the original biometric
template from the secure-transformed biometric template. Thus, it would be com-
putationally infeasible for an adversary to generate a physical spoof of the biometric
trait from a stolen template.

o Unlinkability: It is important to protect the users of a biometric system from cross-
matching of different biometric trait databases. This way the users of a biometric
trait are protected from possible tracing and profiling.

5 Conclusions

Obviously privacy-preservation is an important requirement of utmost importance in order
to guarantee the widespread adoption of biometric authentication systems. Nevertheless,
this direct need for privacy-preserving biometric systems is often accompanied by a “zero-
sum” mentality that considers that the adoption of privacy-preserving techniques in the
authentication information systems will necessarily weaken the security and functionality
of these systems. In this deliverable, we discuss existing privacy-preservation techniques
designed for biometric systems. It is quite important to note that guaranteeing that no
privacy-rights are violated during the biometric authentication process has received a lot
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of attention. Many privacy-preserving constructions for biometric systems have been pro-
posed while the attack and security analysis studies are increasing. Undoubtedly, sev-
eral security properties/constraints should be taken under consideration when designing
a privacy-preserving mechanism for a biometric system and many of the existing schemes
present serious limitations. For instance, the security of template level techniques is in-
herently limited by the False Acceptance Rate [54]. However, given the increased interest
and motivation toward this direction we expect to see important progress in this field that
would lead to a “win-win” scenario for all the entities involved without violating their
privacy rights.
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