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EAT

D3.1: Description of Initial
Reference Biometric Systems

Abstract:
This document defines the different initial reference biometric systems that will be

considered within the BEAT project. The range of biometrics considered includes: 2D face,
fingerprint, iris and vein, in addition to multi-modal biometrics. The systems described
here will be used for baseline evaluations within the project. Thus, formal specifications

should be given.
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1 Introduction

This document details the initial reference biometric systems that will be considered within
the European Union (EU) 7th Framework Programme (FP7) Small or Medium-Scale Fo-
cused Research Project (STREP) entitled ‘Biometrics Evaluation and Testing’ (BEAT).

Biometrics included within the focus of the project include: 2D face, fingerprint, iris,
and vein. The project will also consider various multi-modal biometric combinations. In
most cases there is more than one system described per biometric, mostly due to the need
for compatibility with multi-modal biometrics for which performance will be compared to
their respective mono-modal counterparts.

The description of several systems for each modality will permit a deeper understanding
of the different traits and a wider range of results in the evaluations carried out through-
out the project. However, not every system will be necessarily used in every assessment
experiment. Which of them will be selected for the different tests will largely depend on
the experiment at hand. It is therefore very important that the context of each evaluation
is clearly defined.

This document does not describe any evaluation work, baseline or otherwise. This will
be reported in following deliverables. Evaluation work, both of baseline systems perfor-
mance and security threats and countermeasures will, however, be based in general upon
the reference systems described in this document.

The rest of this document is organised as follows. Each mono-modal biometric is first
discussed in Sections 2 to 5. In each case the selected systems are described with a common
structure. Finally, multi-modal systems are described in Section 6.
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2 Face biometrics

Face recognition aims to uniquely recognize individuals based on their facial physiological
attributes. It is a very active field of research because face recognition is natural and non-
intrusive. Despite the significant progress in the field, the technology does not yet meet all
security and robustness requirements needed by an authentication system for unsupervised
deployment in high security environments. In addition to difficulties related to robustness
against a wide range of viewpoints, occlusions, ageing of subjects and complex outdoor
lighting, face biometric techniques have also been shown to be particularly vulnerable to
various kinds of attacks [1].

2.1 Existing systems

Face recognition as a research field has existed for more than 30 years and has been
particularly active since the early 1990s [16]. Researchers from many different fields (from
psychology, pattern recognition, neuroscience, computer graphic and computer vision) have
attempted to create and understand face recognition systems [16]. This has led to many
different methods and techniques in this field.

These techniques have often been divided into two groups (1) holistic matching methods
and (2) feature-based matching methods [16]. Holistic approaches use the whole face as one
input while feature-based methods extract multiple features (eye position, nose position,
angles between physical features or local frequency responses) and analyze them separately
before fusing the different results [16]. However, recently several of the most advanced
methods can be considered both feature-based (part-based) and holistic, therefore, in this
document it is no longer considered useful to make a strict division between holistic and
feature-based methods.

The state-of-the-art for face recognition is currently dominated by two themes: using
parts or partitions of the face (which is often not strictly a feature-based nor a holistic
technique) and the use of Local Binary Patterns (LBPs) [14]. These two themes are
exemplified by the local Gabor binary histogram sequences (LGBPHS) technique [18].
This technique obtains local histograms of LBPs from non-overlapping blocks and then
concatenates these histograms to form a single sequence or feature vector; this can be
considered to be both feature-based and holistic. These two themes are not unique to the
LGBPHS technique, with several other methods making use of them as the basis for their
systems, this includes: region-based LBP histograms [20] with adaptation [17] and feature
distribution modeling of the local discrete Cosine transform (DCT) [12]. In the following
paragraphs we describe in more detail some of the state-of-the-art face recognition systems.

LBP histograms
In 2004 Ahonen et al. [20] proposed a face recognition system using LBP histograms.
The technique first applied the LBP to each pixel of the face image and then divided
this encoded face image into a set of regions. Histograms were then obtained from
each region and then concatenated to form a single feature vector. This work has been
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used and extended by several authors to incorporate adaptation of the histograms
using a background model [17], reduce the size of each histogram by performing
linear discriminant analysis (LDA) [15] and to replace histogram counts with a kernel
density estimation method [19].

Local Gabor binary pattern histogram sequences
The Local Gabor Binary pattern Histogram Sequences (LGBPHS) technique [18] ap-
plies Gabor wavelets at multiple scales and orientations to obtain several sub- images.
These sub-images are then encoded using a standard LBP operator and these local
Gabor binary maps are then divided into non-overlapping regions (parts) and a his-
togram is computed on each region (part). The histograms, for each region for each
map, are compared using the histogram intersection measure.

Feature distribution modeling of face parts

Feature distribution modeling of face parts has taken two approaches, to consider
the face as a set of: independent observations and dependent observations. The first
method, the GMM part-based approach [11], divides the face into blocks obtains
DCT features from each block and models these features using GMMs; it assumes
that each block (or feature) is an independent observation of the face. The second
method, the HMM part-based approach [13], divides the face into parts and then
models the feature vectors either down the face using a single HMM or down the
face and then across the face using a main HMM with embedded HMMs. For both
techniques it has been shown to be advantageous to use the LBP as a pre-processing
technique [12].

There are other techniques which consider face recognition is a considerably difference
way. One example is the tied-factor analysis method described by Prince et al. [9] for
dealing with pose variation. Also, the recent technique proposed in [10] where the face is
described by expert classifiers for features such as hair, skin color, and overall appearance
provides a completely different approach; one caveat with this technique is that these
classifiers must be derived by first annotating a database with all of these features with
several human operators.

2.1.1 System 1: Part-Based GMM System

A part-based gaussian mixture model (PB-GMM) system is chosen as baseline for face
authentication. The system combines a part-based face representation and GMMs. It
divides the face into blocks, and treats each block as a separate observation of the same
underlying signal (the face). A feature vector is thus obtained from each block by applying
the Discrete Cosine Transform (DCT) [7]. The distribution of the feature vectors is then
modeled using GMMs.

For feature extraction, the face is normalized, registered and cropped. This cropped and
normalized face is divided into blocks (parts) and from each block (part) a feature vector is
obtained. Each feature vector is treated as a separate observation of the same underlying
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signal (in this case the face) and the distribution of the feature vectors is modeled using
GMMs. The feature vectors from each block are obtained by applying the DCT.

Once the feature vectors are calculated, feature distribution modelling is achieved by
performing background model adaptation of GMMs [3, 4]. Background model adaptation
first involves the training a world (background) model €244 from a set of faces and then
the derivation of client models Q. . for client ¢ by adapting the world model to match
the observations of the client. The adaptation is performed using a technique called mean
only adaptation [5].

To verify an observation, x, it is scored against both the client (Q;.,,) and world
(Qnoder) model. The two models, Q. and Qyora, produce a log-likelihood score which is
then combined using the log-likelihood ratio (LLR) to produce a single score. This score
is used to assign the observation to the world class of faces (not the client) or the client
class of faces (it is the client) based on a predefined threshold 7.

The implementation of choice for Face Recognition will be based on Bob [8, 21], a
freely and publicly available framework for signal processing and machine learning. The
framework can be deployed for out-of-the-box face processing and includes face detection,
normalization, feature extraction, model training and matching.
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3 Fingerprint biometrics

Fingerprint biometrics is one of the most developed biometric technologies, with multiple
commercial products and adequate performance levels for applications such as physical
access control, given that the population considered and the acquisition scenario are con-
trolled and well behaved. These solutions can be nevertheless inefficient or even impracti-
cable when confronted with the varying quality of data encountered in some applications
such as forensics in realistic scenarios, where latent fingerprints with low quality and partial
data are usually encountered. The main focus of the BEAT project regarding fingerprint
biometrics is on evaluating state-of-the-art commercial systems on controlled data, eval-
uating its vulnerabilities, and finally developing adequate countermeasures against those
vulnerabilities. The application of automated fingerprint biometrics in forensics with latent
data is out of the scope of the project.

3.1 Systems

As the market leading biometric many different fingerprint recognition systems have been
proposed in the literature. From a general point of view all of them may be included in one
of these three categories: i) correlation-based, i7) minutiae-based, or #ii) based on features
of the ridge pattern.

3.1.1 Existing systems

Correlation-based methods

These systems compute and maximize the cross correlation between pixels of the stored
and input samples. As an effect of the displacement and the rotation that exists between
samples of the same fingerprint, the similarity cannot be computed by simply evaluating
the correlation but it has to be maximized for different vertical and horizontal offsets of
the fingerprint, and for different rotations. These operations entail a huge computational
cost and, except for very good quality samples, these methods do not present in general
comparable results to those obtained with the other two types of approaches. Different
algorithms have been developed that are able to substantially decrease the computational
cost of the matching process by computing the local correlation at specific areas of the
fingerprint such as the core, or close to very good quality minutiae points. However, none
of these techniques provide a clear performance improvement over the general method.

Minutiae-based methods

This is the most popular and widely used technique as it presents the best performance
results, and is the basis of the fingerprint comparison made by fingerprint examiners.
Minutiae are extracted from the two fingerprints and stored as sets of points in the two-
dimensional plane. Minutiae-based matching essentially consists of finding the alignment
between the template and the input minutiae sets that result in the maximum number of
minutiae pairings.
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Ridge feature-based methods

Minutiae extraction is difficult in very low-quality fingerprint images. However, whereas
other features of the fingerprint ridge pattern (e.g. local orientation and frequency, ridge
shape, texture information) may be extracted more reliably than minutiae, their distinc-
tiveness is generally lower. The approaches belonging to this family compare fingerprints
in term of features extracted from the ridge pattern. Two main reasons induced researchers
to look for other fingerprint discriminative features beyond minutiae:

e Reliably extracting minutiae from poor quality fingerprints is very difficult. Although
minutiae may carry most of the fingerprint discriminatory information, they do not
always constitute the best trade-off between accuracy and robustness.

e Additional features may be used in conjunction with minutiae (and not as an alter-
native) to increase system accuracy and robustness.

The more commonly used alternative features are the size and shape of the fingerprint,
number, type and position of singularities, spatial and geometrical attributes of the ridge
lines, shape features, sweat pores, or global and local texture information.

3.1.2 System 1: The MorphoKit system

The purpose of the description of this commercial of-the-shelf system is to include a ref-
erence to a commercial product. As fingerprint technology is very mature, it is indeed
important for the BEAT platform to be compatible with the use of commercial products.
However there is no commitment to test the platform with the MorphoKit system during
BEAT. This possibility will be investigated further on.

The MorphoKit is a software development kit (SDK) developed by Morpho which in-
cludes Morpho proprietary algorithms for generating minutiae templates and 1:1 or 1:N
matching. A detailed description of the underlying algorithm cannot be disclosed and the
following represents a brief specification of the SDK.

MorphoKit is a fingerprint acquisition and processing SDK. It is primarily intended
to be used in the development of biometric application by private companies outside
SagemDS, and will not include any of the specific features required for AFIS develop-
ment (classification, segmentation of slap images, flatbed scanner management...) It is
designed to be used in the development of small to medium scale biometric applications: it
will included the best coding and 1:1 matching technology available today, but a lim-
ited version of Sagems l:many matching technology, limited to small databases (3000
records for the standard product, no more than 100,000 records in any case), without
the matching speed improvements specific to AFIS products. It is not designed for AFIS
enrolment /identification or forensic applications and will not support 1000 dpi images or
multi-finger images. The main features available in this SDK are the following :

e Coding of single-finger 500dpi grey-scale fingerprint images to create minutiae tem-
plates
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Authentication: 1:1 matching of single-finger fingerprint templates

Identification: 1:many matching of reference template against a memory template
database

Template conversion of the proprietary CLV format to standard formats such as
ANSI or ISO

Live image acquisition with Morpho MSOXXX sensors

The fingerprint template format is CFV, which is a self-describing proprietary binary
format. From the user’s point of view, it is just a binary buffer of variable length (1300
bytes on average). Authentication and identification functions will only accept templates
in CFV format. Matching templates is providing a score that can be compared to a given
threshold for the decision: MATCH/NO MATCH. Reference thresholds are provided to
meet a specific performance target. In other words, a target false accept rate (FAR) can
be reached and guaranteed with a given fixed threshold.

3.1.3 System 2: The NFIS2 system

The minutiae-based NIST Fingerprint Image Software 2 (NFIS2) [26] is a minutiae-based
fingerprint processing and recognition system formed from independent software, which
constitutes a de facto standard reference system used in many fingerprint-related research
contributions.

NFIS2 contains software technology, developed for the Federal Bureau of Investigation
(FBI), designed to facilitate and support the automated manipulation and processing of
fingerprint images. Source code for over 50 different utilities or packages and an extensive
User’s Guide are distributed on CD-ROM which is available free of charge?.

From the 50 different software modules that are comprised within NFIS2, the most
relevant for evaluation purposes are: MINDTCT for minutiae extraction, and BOZORTH3
for fingerprint matching.

MINDTCT

The MINDTCT system takes a fingerprint image and locates all minutiae in the image,
assigning to each minutia point its location, orientation, type, and quality. The architecture
of MINDTCT can be divided in the following stages: 1) Generation of image quality map;
2) Binarization; 3) Minutiae detection; 4) Removal of false minutiae, including islands,
lakes, holes, minutiae in regions of poor image quality, side minutiae, hooks, overlaps,
minutiae that are too wide, and minutiae that are too narrow (pores); 5) Counting of
ridges between a minutia point and its nearest neighbours; 6) Minutiae quality assessment.

Because of the variation of image quality within a fingerprint, MINDTCT analyses
the image and determines areas that are degraded. Several characteristics are measured,
including regions of low contrast, incoherent ridge flow, and high curvature. These three

'http://fingerprint.nist.gov/NFIS/
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conditions represent unstable areas in the image where minutiae detection is unreliable,
and together they are used to represent levels of quality in the image. The image quality
map of stage 1 is generated integrating these three characteristics. Images are divided into
non-overlapping blocks, where one out of five levels of quality is assigned to each block.

The minutiae detection step scans the binary image of the fingerprint, identifying local
pixel patterns that indicate the ending or splitting of a ridge. A set of minutia patterns
is used to detect candidate minutia points. Subsequently, false minutiae are removed and
the remaining candidates are considered as the true minutiae of the image. Fingerprint
minutiae matchers often use other information in addition to just the points themselves.
Apart from minutia’s position, direction, and type, MINDTCT computes ridge counts
between a minutia point and each of its nearest neighbours. In the last stage, MINDTCT
assigns a quality /reliability measure to each detected minutia point. Even after performing
the removal stage, false minutiae potentially remain in the list. Two factors are combined to
produce a quality measure for each detected minutia point. The first factor is taken directly
from the location of the minutia point within the quality map generated in stage 1. The
second factor is based on simple pixel intensity statistics (mean and standard deviation)
within the immediate neighbourhood of the minutia point. A high quality region within a
fingerprint image is expected to have significant contrast that will cover the full grey-scale
spectrum.

BOZORTH3

The BOZORTH3 matching algorithm computes a match score between the minutiae from
any two fingerprints to help determine if they are from the same finger. It uses only the
location and orientation of the minutiae points to match the fingerprints, and it is rotation
and translation invariant. For fingerprint matching, compatibility between minutiae pairs
of the two images are assessed by comparing the following measures: i) distance between
the two minutiae and ii) angle between each minutia’s orientation and the intervening line
between both minutiae.
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4 Iris biometrics

With the fast development of the iris image acquisition technology, iris recognition is ex-
pected to play a strong role in the future of biometric technology, with wide application
areas in national ID cards, banking, e-commerce, welfare distribution, biometric passports
and forensics, etc. Since the 1990s iris image processing and analysis research has achieved
great progress. However, performance of iris recognition systems in unconstrained en-
vironments is still far from perfect. Iris localisation, nonlinear normalisation, occlusion
segmentation, liveness detection, large-scale identification and many other research issues
all need further investigation.

4.1 Systems

Iris recognition has become a popular research topic in recent years. Due to its reliability
and nearly perfect recognition rates, iris recognition is used in high security areas. A
literature review of the most prominent developed algorithms is showed below.

4.1.1 Existing systems

Looking at different approaches to analysing the texture of the iris has perhaps been
the most popular area of research in iris biometrics. One of the first and most effective
research lines has been the use of Gabor filters to produce a binary representation similar
to Daugman’s iriscode. Many different filters have been suggested for feature extraction.
Sun et al. [28] use a Gaussian filter. Here the gradient vector field of an iris image is
convolved with a Gaussian filter, yielding a local orientation at each pixel in the unwrapped
template. Then the angle is quantised into six bins. This method was tested using an
internal CASIA? dataset of 2,255 images obtaining an overall recognition rate of 100%.
Another interesting approach with very good results is given by Monro et al. [29] where the
discrete cosine transform is used for feature extraction. They apply the DCT to overlapping
rectangular image patches rotated 45 degrees from the radial axis. The differences between
the DCT coefficients of adjacent patch vectors are then calculated and a binary code is
generated from their zero crossings. In order to increase the speed of the matching, the three
most discriminating binarised DCT coefficients are kept, and the remaining coefficients are
discarded.

Another research line focuses on using different types of filters to represent the iris
texture with a real-valued feature vector. Ma et al. [30] use a variant of the Gabor filter
at two scales to analyse the iris texture. They use Fisher’s linear discriminant to reduce
the original 1,536 features from the Gabor filters to a feature vector of size 200. Their
experimental results show that the proposed method performs nearly as well as their im-
plementation of Daugman’s algorithm, and is a statistically significant improvement over
other compared algorithms. The experimental results showed a correct recognition rate of
94.33% across the 2245 images of CASIA database.

’http://www.cbsr.ia.ac.cn/IrisDatabase.htm
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It is also worth mentioning a third research line focused on finding effective ways to
combine the previous two approaches. In this context, it should be highlighted the work
of Hollingsworth et al. [31] where they acquire multiple iris codes from the same eye and
evaluate which bits are the most consistent bits in the iriscode. They suggest masking
the inconsistent bits in the iriscode to improve performance reaching equal error rates
(EERs) of 0.068% under different subsets selected from the Iris Challenge Evaluation (ICE)
dataset [27] using still images and video recordings.

4.1.2 System 1: VeriEye

VeriEye is a software development kit (SDK) developed by Neurotechnology which includes
proprietary algorithms for generating minutiae templates and 1:1 or 1:N matching. A
detailed description of the underlying algorithm cannot be disclosed and the following
represents a brief specification of the SDK.

VeriEye is available as a software development kit that allows development of PC- and
Web-based solutions on multiple platforms (Windows, Linux, Mac OS). It was released
in 2008 by Neurotechnology and has been recognized by NIST as one of the most reli-
ably accurate iris recognition algorithms in the 2009 Iris Exchange (IREX) independent
evaluation campaign [35].

The proprietary algorithm implements advanced iris segmentation, enrollment and
matching using robust digital image processing algorithms:

o Iris detection. The SDK includes algorithms to detect irises under non-ideal condi-
tions such as images with obstructions, visual noise and different levels of illumina-
tion. The system also detects lighting reflections, eyelids and eyelashes obstructions.
Images with narrowed eyelids or eyes that are gazing away are also accepted.

e Automatic interlacing detection and correction. Correction algorithms are applied to
blurred images due to motion in order to improve the consistency of iris templates.

e Iris segmentation. VeriEye uses active shape models that more precisely model the
contours of the eye, as iris boundaries are in general not modeled by perfect circles
(or even ellipses). The centers of the iris inner and outer boundaries are different.

o Gazing-away eyes. Special segmentation algorithms are applied to iris images where
the eye is detected to be in a non-frontal position with respect to the acquisition
device.

e Matching. Configurable matching speed varies from 60,000 to 600,000 comparisons
per second.

e Reliability. VeriEye 2.5 algorithm shows excellent performance when tested on all
publicly available datasets. Especially good results are achieved on the NIST ICE2005
Expl database with iris images of intentionally degraded quality [27], and in the NIST
IREX 2009 evaluation campaign [35].
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4.1.3 System 2: Livor-Masek’s system

The second iris recognition system to be used as initial reference system in the project was
developed by L.Masek (32, 33]. The system takes two iris images as inputs, and gives a
similarity score computed as the Hamming distance between the two binary templates of
the input images (obtained applying Gabor filtering).

The system consists of the following sequence of steps: segmentation, normalisation,
encoding and matching.

Segmentation

For the iris segmentation task, the system uses a circular Hough transform in order to detect
the iris and pupil boundaries. Iris boundaries are modelled as two concentric circles. The
range values where the radius should be searched is set manually. A maximum value is
also imposed to the distance between the circles’ centers. An eyelids and eyelashes removal
step is also performed at this stage. Eyelids are isolated first by fitting a line to the upper
and lower eyelid using the linear Hough transform. Eyelash isolation is then performed by
histogram thresholding.

Normalisation

For normalisation of iris regions, a technique based on Daugman’s rubber sheet model is
employed. The center of the pupil is considered as the reference point, and radial vectors
pass through the iris region. Since the pupil can be non-concentric to the iris, a remapping
formula to rescale the center points depending on the angle around the circle is used. The
normalisation stage produces: i) a 2D array with the angular resolution in the horizontal
axis and the radial resolution in the vertical axis; ii) a 2D noise mask array for marking
reflections, eyelashes, and eyelids detected in the segmentation stage.

Feature Encoding

Feature encoding is implemented by convolving the normalised iris pattern with 1D Log-
Gabor wavelets. The 2D normalised pattern is broken up into a number of 1D signals,
and then these ID signals are convolved with 1D Gabor wavelets. The rows of the 2D
normalised pattern are taken as the 1D signals, each row corresponding to a circular ring
on the iris region, where maximum independence occurs in [33]. The filtering output
is then phase quantised to four levels using the Daugman method [34], with each filter
producing two bits of data. The output of phase quantisation is a grey code, so that only
1 bit changes between adjacent quadrants. This will minimise the number of inconsistent
bits in the case of two slightly misaligned intra-class patterns, and thus will provide a
more accurate recognition rate [33]. The encoding process produces a bit-wise template
containing a certain number of information bits, and a corresponding noise mask which
represents corrupt areas within the iris pattern.

Matching

The Hamming distance (HD) is chosen as recognition metric, since bit-wise comparisons
are necessary. The Hamming distance employed incorporates the noise mask, so that only
significant bits are used for computing the matching score between two iris templates.
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In order to account for rotational inconsistencies, when the Hamming distance of two
templates is computed, one template is shifted left and right bit-wise and a number of
Hamming distance values is obtained from each of the successive shifts [34]. This method
corrects small misalignments in the normalised iris pattern caused by rotational differences
during imaging. The lowest of the computed distance values is taken as the definitive
similarity score.
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5 Vein biometrics

Vascular Pattern or Vein Recognition is a relatively recent activity in biometrics, generally
applied on hand, palm or finger, veins. It has only been recently that sensors to observe the
vascular pattern in a convenient non-invasive way [36] have been commercialized. Similarly
to fingerprints, the formation of the vascular network is governed by many different phe-
nomena and it is widely accepted within the medical community that the vascular pattern
is unique to each individual and quite stable with time.

For the BEAT project, we will consider the case of combined fingerprint and fingervein
biometrics resulting from the use of MorphoSmart™ FINGER VP.

5.1 Existing systems

Fingerprint systems are widely deployed and vein systems have now several operational
applications. As described in Section 3, there are various techniques for fingerprint recog-
nition. Similarly, researchers are exploring different solutions for vein recognition. The
work by Hartung et al. [38] is a good example of a specific recognition algorithm. In this
work we may also find a complete survey on the different feature extraction algorithms
that have been proposed in the literature.

However the use of a single device to combine fingerprint and fingervein restricts us
to very few existing solutions. Among these there are a NEC fingerprint and fingervein
sensor and the MorphoSmart™FINGER VP device. And Fujitsu recently announced the
development of a future fingerprint and palm-vein sensor.

5.1.1 System 1: MorphoSmart™FINGER VP

The Morpho FINGER VP system has been developed for the MorphoSmart™FINGER
VP device. This solution combines Hitachi’s vein imaging technology to detect the pattern
of blood vessels under the skin and Morpho’s fingerprint identification technology.

From a pure vein biometrics perspective, the technology implemented in the device is
based upon patented technology developed by Hitachi-Omron, the fundamentals of which
are described in [37].

The basic principle is to select an illumination wavelength for which absorption from
deoxidized hemoglobin (flowing freely in the blood stream) will be maximized while the
“background” absorption (all other cell tissues) will be minimal. This way the vascular
pattern will appear in great contrast “through” the different skin layers in the finger. It is
also interesting to note that only veins — and not arteries — are going to be visible: Arteries
carry much less deoxidized hemoglobin than veins; Arteries lie deeper in the finger than
veins.

The sensor by illuminating a finger with near infra-red wavelengths light allows to build
a reconstitution of the network depending on the recorded absorption. A camera collects
the network projection. Once the vascular network is captured, the acquired image is then
processed through standard image processing techniques to enhance the relevant signal

BEAT D3.1: page 19 of 33



BEAT [284989] D3.1: Initial Reference Biometric Systems

and diminish noise, down to a smaller number of gray levels to be able to perform efficient
matching.

Thanks to the extraction of specific features, the vein pattern together with the captured
fingerprint are then compared to all templates stored in the database. The result of this
search query can be either positive (the person searched for was indeed present in the
database), or negative (the person was not found in the database). A second mode of
operation is also possible: given a stored template of a finger, the system can “verify” it
against a live finger. This can be used as a verification of a claimed identity.

Furthermore, the Morpho FINGER VP system performs an enhanced fusion of finger-
print and fingervein comparisons. This dedicated fusion allows to maximize accuracy and
guarantees the chosen security level (FAR).

The system is designed to work on sets of images (fingervein and fingerprint) acquired
from FINGER VP device. From these images, a template is created in a proprietary format.
The template matching algorithm provides a consolidated score that can be compared to a
given threshold in order to obtain a decision. Reference thresholds are provided to meet a
specific performance target, i.e. a target False Accept Rate can be reached and guaranteed
with a given fixed threshold. The main features available in this system are the following:

e Encoding of single-finger 500dpi grey-scale fingerprint images and fingervein images
to create templates of selected features;

e Authentication (or verification): 1-to-1 comparison of fingerprint + fingervein tem-
plates;

e Identification: 1-to-many comparison of reference template against a database.

The system only outputs the final result and there is no access to independent decision
results for each modality.
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6 Multimodal biometrics

6.1 Classification of fusion algorithms for multi-system biomet-
rics

Fusion algorithms can be categorised into pre-classification and post-classification strate-
gies. By pre-classification, we understand that the underlying information sources are
combined prior to invoking a classifier. An example is combining several images together
to form a larger image. This is known as sensor-level fusion. Biometric data can also be
combined at the feature level, for instance, combining two types of representation, that is,
shape and texture in 3D face recognition. This is known as feature-level fusion.

By far, most fusion algorithms operate after the classification stage, hence, belong to
the post-classification strategy. Information at this level are hypotheses about the identity
of the subjects, which can be matching scores, a list of probable identities or rank, and
hard decisions derived from the matching scores. The different fusion algorithms, along
with their representative methods, are shown in Figure 1.

For the rest of the discussion, we shall categorise fusion algorithms by their context
of usage, that is, either for authentication (verification) or for closed-set/open-set identi-
fication. This approach is more appropriate for the BEAT project because performance
metrics and fusion algorithms are very different for both application types.

6.2 Fusion algorithms for authentication

The task of a fusion module in biometric authentication is to determine whether an identity
claim is genuine or not. This is essentially a binary classification task. This implies that
one can use any binary classifier for this purpose, for instance, logistic regression, neural
network and support vector machines. This is known as the classification approach.

An althernative strategy takes advantage of the fact that the output of biometric
matcher (matching score) is associated with a hypothesis. For instance, high similarity
scores imply a genuine idedntity claim whereas low similarity scores imply an impostor
claim. Distance metrics is interpretted exactly in the opposite way. The nature of match-
ing scores being assertive about an identity claim is exploited by an alternative approach to
fusion, namely, the combination approach. In this section, we will present the combination
approach followed by the classification approach. The final section gives more insight into
other more advanced fusion methods reported in the literature.

6.2.1 Combination approach

In the combiantion approach, one has to calibrate the matching scores because each biomet-
ric matcher can produce outputs in different range and their respective score distribtuions,
either produced by genuine users or impostors, are very different. Consequently, the com-
bination approach requires two steps in the fusion process, namely, a score normalisation
step followed by a combination rule.
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Information Fusion

W Post-classification

Sensor level Feature level Dynamic Classifier
Classifier Fusion
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Classification Combination i) Highest Rank i) Majority
Approach Approach ii) Borda Count Voting
iii) Logistic ii) Behavior
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Networks i) Normalization + Space
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iii) Decision scores + Thresholding Shafer Theory
Trees ii) Normalization + of Evidence
iv) SVM {Sum, Product, Max, Min} iv) AND Rule
Rules + Thresholding v) OR Rule

Figure 1: Categorisation of algorithms for biometric information fusion

Jain et al [39] investigated and compared different score normalisation techniques. They
are:

¢ min-max normalisation:

Y — My ey
maXy/ey — mlnyley

frm(y) =

e median absolute deviation normalisation:

_ y —mediany ¢y

fmad(y) - MAD

where
MAD = median ey (|y — median, cy |)
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e Z-score normalisation:

¢ normalisation via logistic regression:

frr(y) = ywi + w,

where the weight parameters are obtained after training a logistic regression of the
form:

1
) = T e o)
In the above notation, y € Y implies that the matching score y is taken from the training
set V. p and o are the mean and standard deviation of the system score derived from the
training set ).

Having normalised the scores so that the scores of different biometric matchers are in
comparable range, the next step is to combine them using geometric operators such as min,
max, sum, and product rules.

Let us denote the vector of biometric matchers to be y and its element y,, for m €
{1,...,M} and m is the indice to one of the biometric matchers. We will also use
fnorm to denote any one of the score normalisation schemes described above, i.e., norm €
{mm,mad, z}. The fixed fusion rules can then be written as:

fmin (Y) = gllj\irll fnorm (ym)

fmaz(y) = rrgj\écfnorm(ym)

M
fsum (y) = Z fnorm (ym)
m=1

M
fprod(}’) = H fnorm (ym)
m=1

Among these rules, the sum rule often give reasonably good performance [44]. This is
because the noise variance from individual biometric matchers are reduced due to the
sum operator. If there are M biometric matchers, it can be shown that the noise vari-
ance of the compound (fused) score, conditioned on each class (genuine or impostor score
distributions), can be reduced by at most % Therefore, fusion almost always reduces
the classification error when it is carried out correctly. Although one can show that the
performance of a fusion system is always better than the “average” performance of the
individual matcher, it is not guaranteed that the fusion performance is always better than
the best biometric matcher in the pool. By assuming that the class-conditional scores to
be normally distributed, Poh and Bengio [45] proposed a predictive fusion model in terms
of Equal Error Rate that studies the condition required for a fusion system to be as good
as the best biometric matcher in the pool.
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6.2.2 Classification approach

In theory, many off-the-shelf classifiers such as neural network, support vector machines,
and decision trees can be used to combine scores from different biometric matchers. One
can categorise these methods by the output type (posterior probability, log-likelihood ratio,
or margin), optimisation method and the criterion choice (enforcing sparsity, regularisation,
brute force, genetic algorithms), and their nature (being generative or discriminative). For
the purpose of our discussion, we shall use the generative/discriminative dichotomy and
the output types, as well as include a class of weighted sum heuristic methods. The key
inclusion criteria for the fusion algorithms discussed here are their relevance and evidence
of their effectiveness based on the literature.

Weighted sum heuristics

Weighted sum fusion has a generic form:

fwsum(Y) = Z fnorm(ym)wm

where for-m is any score normalisation scheme. In theory, the score normalisation is op-
tional but in practice, by mapping scores into a common range, it is easier to find the
weight parameters.

There are a number of schemes that attempt to find weights. The general idea is
that the more accurate biometric matcher should be given a higher weight. Based on this
intuition, the weight should be inversely proportional to the error or uncertainty, or be
proportional to a separability criterion. The following are some examples:

e Equal weight:
1
Wy, = i for all m
e EER as a function of weight:

(EER,,)"!
Z%:l(EERm’yl

Wy, =

e d-prime as a function of weight:

dl
A AN
where
d/ — /’Ll - IU‘O

/2 2
o]+ 03
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Figure 2: Non-confidence width

e Non-confidence width as a function of weight:

(NCW,,,) !
an\f’:l (NCWm’>_1

m:

where
NOWn =z v) = B0 )
In the above equations, p,, is the mean and w is the standard deviation of one of the two
possible matching events, that is, genuine when w = 1 and impostor when w = 0.

In the NCW equation, Y, ¢ denotes the matching scores conditioning on being genuine
or impostor, that is, V. = {yly € {yly € Vi, w}. Effectively, NCW defines the length
of the region in which the training scores make either fales acceptance or false rejection
error, as depicted in Figure 2(a). The rationale for NCW is that two points P1 and P2
that define the intersection of two circles (representing genuine and impostor scores) is an
ideal separable decision plan between them. This idea is shown in Figure 2(b) that is ap-
plicable to the case of combining two biometric matchers. The dashed circle represents the
distribution of genuine scores whereas the circle plotted with a continuous line represents
that of impostor scores. Although NCW does not take into account the correlation among
the biometric matcher outputs, Chia et al[40] reported that its performance is better than
the remaining heuristics reported here.

Generative classifiers

Bayesian classifiers have a generic form that exploits the Bayes rule. It relies on the estimate
of the class-conditional densities p(y|w) and the prior probaility P(w) for the impostor or
genuine matching scores, w € {0, 1}, respectively. There are two types of output that can
be produced by a Bayesian classifier, namely in terms of posterior probability,

p(y|wi) P(w1)
Toranly) = Plab) = & ) Pl
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or log-likelihood ratio in accordance to the Neyman-Pearson lemma:

p(ylw=1)

fur(y) = log m

In the case of posterior probability, the decision threshold is 0.5 but the prior probabilities
P(w) has to be set accordingly. In the case of log-likelihood ratio, the classifier output is
compared with a decision threshold which is an implicit function of the prior probabilities.
Both methods will give exactly the same result if the underlying class-conditional densities
are the same.

The main interest in this Bayesian classifier is its flexibility: one can use any density
function in order to estimate p(y|w). Examples are

e Gaussian Mixture Models (GMM), leading to a GMM-Bayes classifier,
e Gaussian models, leading to a Gaussian classifier, and

e a product of marginal densities

p(ylw) = [ [(wmlw)

m

leading to a Naive Bayes classifier.

Other density estimators that have been used are kernel density estimator or Parzen win-
dow [46] and Gaussian copula [47].

Discriminative classifier estimating posterior probability

Logistic regression is arguably the most commonly used discriminative classifier owing
to its simplicity: a linear classifier with convex optimisation, hence, leading to a global
solution. Although non-linear classifiers have been used, they often do not offer significantly
better performance [41].

Logistic regression is defined as:

o = P(CEX) = s (1)
where o
9(x) = Zﬁj%‘ + Bo, (2)

where z;’s are elements in x. The weight parameters 3; are optimized using gradient ascent
to maximize the likelihood of the training data given the logistic regression model [43]. Tt
can be shown that the following relationship is true:

P(clx)
P(I]x)

9(x) = log (3)
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6.2.3 Other fusion algorithms and settings

The brief discussion is certainly not exhaustive. For instance, apart from classifiers con-
structed through the Bayes rule, one can also use the Dempster-Shafer Theory [48].
Other fusion settings include

e Client-specific fusion, where a fusion classifier is tailored to each cliamed iden-
tity [49].

¢ Quality-based fusion, where a fusion classifier weighs the output of each biometric
matcher as a function of the signal quality [50].

e Sequential fusion, where the matching scores to be combined are considered se-
quentially, until a certain level of confidence is reached, or all the match scores are
exhausted [51].

6.3 Fusion algorithms for identification

We shall also conveniently describe fusion algorithms for identification in two categories:
fixed rule rank-level fusion and its trainable counterpart.

6.3.1 Fixed rule rank-level fusion

In identfication, the most commonly used information for fusion is the rank of the identity
list. Let r;,, denote rank ¢ of matcher m and there are 7 = 1,..., N identities in the
database. Several rank-level fusion methods have been proposed in the literature [52];
they are listed below:

e Highest rank method:
N
Rj = Hl_l{l Tim

e Borda count method:
N
R; = Z Tim
i=1

The highest rank method will often result in a tie, a situation where several fused ranks
have the same value. Ties are broken randomly.

It is interesting to note that the highest rank method is a min rule fusion whereas the
Borda count method is a sum rule fusion. Although these operators are the same as those
applied to the combination approach, the domain of application is different. Here, the
rank information is used whereas in the combination rule for authentication, the score or
measurement is used.
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6.3.2 Trainable rank-level fusion

It is possible to extend these rules in order to add some degree of flexibility. For instance,
one can weight the rank prior to computing the min:

N
Rj = min(w; X 74m)
1=

where w; is the weight associated with each rank.

One can also add non-linearity to the output in a way that resembles the perceptron
algorithms:

1
Rj — N
1 +exp (‘ Zi:1 wﬂ“z‘,m) ,
N

R; = Ztanh(wi X Tim),

=1

and

N
R; = Z w; exp(7im)
i=1
The first formula is a logistic regression, the weight of which can be trained using “gradient
ascent”. The remaining two methods can be optimised using general purpose optimisation
such as the ant colony optimisation algorithm and its variants [53].

In all of the methods discussed in this section, the weight parameters w; have to be
tuned based on a development set. This means that this data set should not be used for
testing the performance of the algorithm; a sepeate held-out test set should be used for
this purpose. A second issue regarding trainable rank-level fusion is how to calculate the
weight when an additional subject is added to the gallary.

Trainable rank-level fusion is postulated to outperform its simple fixed rule fusion only
when the performance of the underlying biometric matchers are very different from each
other. This is because the weights can be used to adjust the contribution of each biometric
matcher to the final combined rank list.

6.4 Initial reference fusion algorithms

To summarise, in this section, we have surveyed a number of fusion algorithms and settings
for biometric authentication and identification. For each application type, fixed rule fusion
and trainable fusion algorithms are discussed. As initial reference fusion systems, however,
we will opt for algorithms that have been shown to be robust, simple, yet perform well.
For the authentication scenario, we will opt for the sum rule with scores calibrated using
logistic regression or min-max score score normalisation. For the identification scenario,
we will consider the highest rank method which has been reported to be very effective.
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7 Summary

This document describes the different biometric systems that will be considered within
BEAT for performance, security and countermeasure evaluation purposes.

The systems have been chosen in order to provide for reliable, meaningful results which
are easily compared with other previous works with minimal effort being spent on adapting
existing systems to new data and protocols. This will allow us to concentrate effort on
the definition of new objective and replicable metrics, protocols and benchmarks for the
evaluation of performance, security and countermeasures which form the heart of the BEAT
project. In some cases, however, particularly for the more experimental biometrics, not all
the systems described in the present document will be necessarily used in all the evaluation
tests. In general, the systems used for a particular experimental setup will be fixed on a
case by case basis.

The biometric systems considered here are those used by each partner in previous work
and are state-of-the-art. The document outlines each biometric system with a brief account
of the setup in each case. No evaluation work is reported in this document.

Also reported are the fusion systems that will be used for multi-modal work, together
with an account of the state-of-the-art in data fusion.
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